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1 Il ntroducti on

1.1 General Overview

Given that there is no specific definition of the concepts of the Certification Practices and
Certification Policies Statement, and due to some confusion that has arisen, Camerfirma
would like to explaints stance in relation to these concepts.

Certification Policy (CP): a set of rules defining the applicability of a certificate in a
community and/or in an application, with common security and usage requirements. In other
words, a Certification Policy nsti generally define the applicability of certificate types for
certain applications that establish the same security and usage requirements.

Certification Practices Statement (CPS) defined as a set of practices adopted by a
Certification Authority for tle issuance of certificates. It usually contains detailed
information about its certificate security, support, administration and issuing system, as well
as the trust relationship between the Subject/Signatory, the User Party and the Certification
Authority. These may be completely comprehensible and robust documents that provide an
accurate description of the services offered, detailed certificate lifecycle management
procedures, etc.

These Certification Policies and Certification Practices Statement misnaee different,
although they are still closely interrelated.

A detailed Certification Practices Statement is not an acceptable basis for the interoperability
of Certification Authorities. On the whole, Certification Policies are a better basis for
common security standards and criteria.

I n summary, a Policy defines fAwhicho securit
certificates. The Certification Practices Statement defineso hé security requirements
established in the Policy are fuikid.

Regulation (EU) 910/2014 of the European Parliament and Council, 23 July 2014, about
digital identification and trust services for digital transactions in the internal market and
amending Directive 1999/93/CE (hereinafter, eIDAS), establishes tistedr services
include the following digital services normally provided in exchange for remunerdtion:
The creation, verification and validation of digital signatures. Certificates relating to these
services are included; the creation, verification andalidation of digital seals. Certificates
relating to these services are includ&dthe creation, verification and validation of digital
timestamps. Certificates relating to these services are included: certified digital delivery.
Certificates relating tthese services are includetithe creation, verification and validation

of certificates for authentication of websites, ahdhe preservation of digital signatures,
stamps or certificates for these services.
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This document specifies the CertificatioraEtices Statement (hereinafter, CPS) that AC
Camerfirma SA (hereinafter, Camerfirma) has established for issuing trusted certificates and

services based on the following standards:

Service

EN general

EN scope

Profiles/semantics

Creation, verification and
validation of electronic
signatures.

EN 319401 v2.1.1
General Policy
Requirements for
Trust Service
Providers

319 411-1 v1.1.1: General
requirements

319 411-2 v2.1.1: Reqguirements
for trust service providers issuing
EU qualified certificates

EN 319412
Certificate Profiles
-319412-1+v1.1.1:
Overview and
comumon data
structures
-319412-2+v2.1.1:
Certificate profile for
certificates 1ssued to
natural persons
-319412-3+v1.1.1:
Certificate profile for
certificates 1ssued to
legal persons

'31. 412-4+v1.1.1:
Certificate profile for
web site certificates
1ssued to
organisations
-319412-5v2.1.1:
QCStatements

Creation, verification and
validation of electronic
stamps, includes
certificates related to
these services.

EN 319 401 v2.1.1
General Policy
Requirements for
Trust Service
Providers

319 411-1v1.1.1: General
requirements

319 411-2 v2.1.1: Requirements
for trust service providers issuing
EU qualified certificates

319412-3v1.1.1:
Certificate profile for
certificates issued to
legal persons

Creation, verification and
validation of electronic
timestamps, includes
certificates related to
these services.

EN 319401 v2.1.1
General Policy
Requirements for
Trust Service
Providers

EN 319 421 v1.1.1: Policy and
Security Requirements for Trust
Service Providers issuing
Electronic Time-Stamps

EN319422v1.1.1
Time-stamping protocol
and electronic time-
stamp profiles

Creation, verification and
validation of certificates
for web site
authentication, and

EN 319401 v2.1.1
General Policy
Requirements for
Trust Service
Providers

319 411-1 v1.1.1: General
reguirements

319 411-2 v2.1.1: Requirements
for trust service providers issuing
EU qualified certificates

319412-4v1.1.1:
Certificate profile for
web site certificates
issued to organisations

12



Regarding the policies to be applied in accordance with EN 319412, the following
policy groups are described:

General policies:

¢ NCP Standardised certification policy.

¢ NCP+ Standardised certification policy with secure device.

¢ LCP Light certification policy (without physical presence).

¢ EVCP Certificate policy for extended validation certificates.

¢ DVCP Certificate policy for domain validation certificates.

¢ OVCP Certificate policy for organisation validation certificates.

Policies for qualified certificates:

¢ QCP-n Policies for qualified certificates issued to natural persons. Includé$GRepolicy
requirements plus additional requirements to support the management of qualified
certificates.

¢ QCP-I Policies for qualified certificates issued to legal entities. IncludedN@e policy
requirements plus additional requirements to support the managemeqtiatified
certificates.

¢ QCP-n-gscdPaolicies for qualified certificates issued to natural persons with SSCD. Includes
the QCP-n (including NCP+) policy requirements plus additional requirements to support
the management of qualified certificates and thevipiron of secure signature creation
devices.

¢ QCP-l-gscdPolicies for qualified certificates issued to natural persons with SSCD. Includes
the QCP-I (includingNCP+) policy requirements plus additional requirements to support the
management of qualified d#icates and the provision of secure signature creation devices.

¢ QCP-w Policies for qualified certificates issued to web servers. When the certificate is issued
to a legal entitythe EVCP policy requirements plus additional requirements to support the
maragement of qualified certificates. When the certificate is issued to a natural person it
includes the NCP policy requirements plus additional requirements to support the
management of qualified certificates.

Additionally in the requirements establishedtihe certification policies to which this CPS
refers. The recommendations in the technical docunteturity CWA 14167
Requirements for Trustworthy Systems Managing Certificates for Digital Signatlest
1: System Security Requirements.

These pracices are aligned with the requirements established in the Baseline
Requirements for the Issue and Management of PublicliJrusted Certificates from the
CA / BROWSER FORUM http://www.cabforum.org in its version 1.5.4.

This CPS is compliant with the Certification Policies for the different certificates that

Camerfirma issues, which are described in sedi8rl1of this CPS. Inhe event of any
conflict between both documents, the provisions of this document shall prevail.
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1.2 Document Name anddentification

Name: CPS Camerfirma SA.

Description: A document that responds to the requirements of
Policies described andentified in the previous points
this document describing the hierarchies affected.

Version: See homepage
OID 1.3.6.1.4.1.17326.10.1
Location: https://policy.camerfirma.com/

1.3 Community and Scope of Application.

1.3.1 Certification Authority (CA).

Thecomponent of a PKI responsible for issuing and managing digital certificates. It acts as
the trusted third party between the Subject (Signatory) and the User Party in digital
transactions, associating a specific public key with a person. The CA has ithateult
responsibility in the provision of certification services. The CA is identified in the Subject
(Issuer) field of the digital certificate.

A CAis a type of Trusted Service Provider (TSP) that issues digital certificates.

A TSP can incorporate a Gfierarchy. This CA hierarchy is associated with a root CA. The
TSP is responsible for ensuring all the CAs included in the hierarchy meet the requirements
of the corresponding policies. There may be more than one intermediate CA between the root
certificaion authority and the finantity certificate. The number of intermediate CAs
allowed is specified in the Basic Constraints (pathLenConstraint) extension of the
Certification Authorityds certificate.

A Certification Authority (CA) uses Registration Autiitees (RA) for the purpose of testing
and storage of digital certificate content
work at any time.

A CA belongs to a legal entity specified in the organisation attribute (O) of the issuer field
(Issue) of the associated digital certificate.

Information related to the CAs managed by Camerfirma can be found in this document or on
Camer f i r mattm:dwww.eamsriirmaeom

1.3.2 Registration Authority (RA)
An RA may be anatural person or a legal entity acting in accordance with this CPS and, if

applicable, through an agreement with a specific CA, exercising the roles of managing the
requests, identification and registration of certificate applicants, and any respoesibili

14
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established in the specific Certification Policies. RAs are authorities delegated by the CA,
although the latter is ultimately responsible for the service.

Under current practices, the following types of RA are recognised:

1 Chambers RA: Those managedirectly or under the control of a Spanish Chamber
of Commerce, Industry and Navigation.

1 Corporate RA: Managed by a public organisation or a private entity for distributing
certificates to its employees.

1 Remote RA: A registration authority managed in a remote location that
communicates with the platform through the AC CamerfirmaSTATUS
management platform integration layer.

For the purpose of this CPS, the following can act as RAs:

¢
¢

The Certification Authority.

The Spanish Chambers of Commerce, Industry and Navigation, or the entities
appointed by them. The delegated entities can carry out the registration process.
Spanish Company Registration Authorities (Company RA), as entities delegated
by an RA, to which theyare contractually associated, in order to make the
complete records of Subjects/Signatories within a particular organisation or
demarcation. In general, the operators of these RA companies only manage the
applications and certificates in the area of tlganisation or demarcation,
unless determined otherwise by the RA on which they depend. For example, a
corporationos empl oyees, me mber s of
professional body.

Entities belonging to the Spanish public administrations.

OtherSpanish or international agents that have a contractual relationship with the
CA and have passed the registration processes. They are obliged to pass the audits
required in the corresponding Certification Policies.

In the issuance of Secure Server cefitates the delegation of domain validation
to an external RAIS NOT allowed in any case.

CHAMBERS OF COMMERCE ROOT Camaras Empresa Administraciones Otros

GLOBAL CHAMBERSIGN ROOT

Comercio espafiola Publicas espafiola
espafiolas
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Y& no no no no
YeS o no no yes

1 PVP. Point of Physical Verification that always depends on an RA. Its main mission
IS to provide wevidence of the applicant
documentation to the RA, which is validated in accordance with applicable policy for
processing thepplication for issuing the certificate. For these functions, the PVPs
are not subject to training or controls.

Someti mes, the PVPsd6 functions may be ext
submitted, checking its suitability for the type of certificatguested and delivery to

the applicant in the case of the cryptographic card. AC Camerfirma has drafted a
relationship type document between the RA and the PVP.

Given that they do not have the capacity to register, they are contractually linked to
an RA trough a standard contract provided by Camerfirma. Based on the
documentation provided by the PVP, the operator of the RA checks the
documentation, and if applicable, gives course to the issuance of the certificate by the
CA without having to make anothiarceto-face verification. The contract defines the
functions delegated by the RA in the PVP.

1 Delegate Agency(only applicable for AC CAMERFIRMA PERU): thRAs can
delegate by contract, to trust entities, the same functions that they are assuming as
RA duly accredited, in order to offer the same service in geographical areas far from
theRA's address. Although they are generally entities with legal personality different
from that of the R, in their capacity as Delegated Agency of th, Rhey will be
sufect to control and followup as if it were a branch of theARhaving to assume
the same obligations and responsibilities and submit in its case, to the audits carried
out to the R by the competent oversight body.

The Delegate Agency must have the nesags capacity to determine the identity,
capacity and freedom of action of the applicants. Their intervention will be carried
out with the physical presence of the applicant, collating original documents with the
copies provided by the user, or with inf@ation included in the processing forms. At
any time, the RE may perform internal audits to verify the correct performance of the
functions.

The ER will assess the adequacy of the Delegate Agency's capacity based on its
prestige, independence and prioratenship it may have with the users and must
communicate its creation to the supervisory body.

CHAMBERS OF COMMERCE ROOT - Spanish Spanish Spanish Public Other
2016 Chambers of  company Administrations

Commerce
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yes no yes no no
yes no no no no
yes no no no no

GLOBAL CHAMBERSIGN ROOT - 2016

yes  yes yes yes yes
yes  yes yes yes yes
yes  no no no no

yes  no no no yes

1.3.3 Subject/Certificate holder and Signatory.

Thed S u b ip theccertdicate holder and is described in the Cbhimon Nameattribute
of the DN Qistinguished Namdield of the certificate. The Subject may be:

A natural person.

A natural person associated with an organisation.

A legal entity.

A hardware deice or software application operated by or on behalf of a legal entity.

O 0 O 0

When a Signatory is the Subject of the certificate, the Signatory is directly responsible for
the obligations associated with managing the certificate.

When a Signatory acts on ladhof one or more Subjects to which the Signatory is associated
(example: a company that requests certificates for its employees to act on behalf of the
company).

The connections between the Subject and the Signatory may be:

¢ When itis a natural persdhe Signatory may be:
o The natural person
o A natur al person representing the cert
0 Any entity authorised to represent the legal entity for which the entity is
identified in association with the certificate's organisation field (O).
¢ When it 5 a legal entity, the Creator of the Seal may be:
0 Any entity authorised to represent the legal entity.
0 A legal representative.
¢ When itis a device, the Signatory may be:
o The natural person operating the device or application.
0 Any entity authorised to repsent the legal entity.
o0 A legal representative.

In order to avoid a conflict of interest, AC Camerfirma does not allow the Signatory and RA

to be the same entity except when requesting certificates for an organisation associated with
the RA or people associated with this organisation.
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1.3.4 User Party or cettificate user.

In this CPS, the User Party or user is the person receiving a digital transaction carried out
with a certificate issued by any of the Camerfirma CAs and who voluntarily trusts the
Certificate that this CA issues. Flow diagram.

o,
¢

1.3.5 Intermediate or Subordinate Certification Authority.

An Intermediate Certification Authority or Subordinate CA is a hierarchical object that
obtains a certificate from the Root CA to issue fieality certificats or other CA
certificates.

The Subordinate CAs enable risks to be distributed in a complex hierarchical structure, which
all ows their keys to be managed in a more
Root keys stored in a secure disconnea@adironment. A Subordinate CA enables the
organisation of various types of certificates issued by the main CA.

The Subordinate CA6s certificate is signed
certification hierarchy) or another Subordinat.C

A Subordinate CA may be subject to limitations by the CA on which it depends
hierarchically:
a) Technically by a combination of the following parameters within the certificate:
Extended Key UsagmndName Constraints
b) Contractually.

An intermediate Autbrity can be identified as internal or external.lAternal Subordinate

CA is owned by the same organisation as the CA on which it depends hierarchically, in this
case, AC Camerfirma. By contrast, external Subordinate CAis owned by a different
organistion, which has applied to join the hierarchy of the CA on which it depends
hierarchically and may or may not use a different technical infrastructure employed by it.

1.3.6 Accreditation Entity or Supervisory Body.

The supervision authority is the corresponding management entity that accepts, accredits and
supervises the TSPs within a specific geographic area. Within Spain, this task is the
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responsibility of the Ministry for Energy, Tourism and the Digital Agendaich is the
competent authority depending on the Spanish State member of the European Economic
Space.

The Subordinate CAs that Camerfirma develops may be subject to legal frameworks in
different countries or regions. In such cases, the accreditation egigtg to the relevant
national bodies.

1.3.7 Trusted Service Provider (TSP).

A trusted service provider (TSP) is a natural person or legal entity who provides one or more
trust services, whether a qualified or unqualified trusted service provider.

A qualifiedtrusted service provider provides one or more qualified trusted services for which
the supervisory body has granted the qualification.

The trusted services defined in eIDAS include:

1 The creation, verification and validation of digital signatures. Geatés relating
to these services are included.

1 The creation, verification and validation of digital seals. Certificates relating to
these services are included.

1 The creation, verification and validation of digital timestamps. Certificates
relating to thes services are included.

1 Certified digital delivery. Certificates relating to these services are included.
The creation, verification and validation of certificates for website authentication.
The preservation of digital signatures, seals or certificadéested to these
services.

1.3.8 Entity/Organisation.

The Entity is a public or private, individual or collective organisation, recognised under the
law, with which the Subject maintains a certain relationship, as defined in the
ORGANISATION field (O) in eachertificate.

1.3.9 Applicant

Under this CPS, the Applicant is understood as the Signatory.

1.3.10Certificate Holder/Key Holder

This CPS considers the certificate holder (the Subject) to be the person responsible for
certificates issued to natural persons.
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This CPS onsiders that the Signatory natural person submitting the application responsible
for certificates issued to legal entities, even if the request is made via a third party, when it
has knowledge of the existence of the certificate's existence.

For componencertificates, this CPS considers the natural person, the Signatory submitting
the application on their own behalf or via a third party to be the responsible party.

1.3.11 Hierarchies

This section describes the hierarchies and Certification Authoritiesr{héisziCA or CAS)
that Camerfirma manages. The use of hierarchies reduces the risks involved in issuing
certificates and organising them in the different CAs.

All the Certification Authorities (CAs) described can issue OCSP responder
certificates. Thisaet i fi cate i s used to sign and ver
regarding the status of the certificates issued by these CAs. The OID of certificates

issued by each Certification Authority for issuing OCSP Responder certificates is
1.3.6.1.4.1.17326.109

Camerfirma manages two hierarchical structures:

M Chambers of Commerce Root.
1 Global Chambersign Root.

As a general feature, the names of the CAs in the certificates issued to them are modified as
they reach their expiry date, incorporating the yeassiie. For example, the name of the

CA may change to include the year of the certificate creation at the end of the name, although
the characteristics will remain the same, unless otherwise stated in this CPS.

This CPS applies fror@hambers of Commerce Rot 2016 and Global Chambersigrn
Root 2016 hierarchies.

1.3.11.1Issuing set test certificates and general test certificates.

Camerfirma issues certificates with a real hierarchy but with fictitioudmatder to provide

with them toregulatory entitiesinspecton procedure®r new registration process, as well

as for application developers in the process of integration or evaluation for acceptance.
Camerfirma includes the following information in the certificates so that the User Party can
clearly see that it ia test certificate without liability:

Name of the entity [TEST ONLY] ENTITY
Entity Tax ID No. R05999990
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Entity address (street/number) ADDRESS
Post code 5001
Contact telephone 902361207
Name JUAN
First Surname CAMARA
Second Surname SPANISH
National ID No. 00000000T

When the accreditation and evaluation process requires the issuance of a test certificate with
real data, the process is completed after signing a confidentiality agreement with the entity
responsible for approval or evaluati@sks. The data is specific to each customer, but before
the entity name [TEST ONLY] always appears in order to identify at first glance that it is a
test certificate without liability.

1.3.11.2Camerfirma Internal Management Hierarchy.

Camerfirma has developea special certification authority to issue registration entity
operator certificates. With this certificate, operators can perform the steps related to their own
role on the Camerfirma STATUS® management platform.

This hierarchy consists of a single G#at issues final entity certificates.

" Certificado

General | Detalles | Ruta de certificacidn

Ruta de certificacién

5] camerfirma Gestién Interna - 2013

As a general design, the name of the CA certificates issued by Camerfirma includes the
creation year of the associated cryptographic keys at the end, amending the corresponding
year in each reertification process
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1.3.11.3CHAMBERS OF COMMERCE hierarchy.

This hierarchy is applied since CHAMBERS OF COMMERCE 2016.

CHAMBERS
OF
COMMERCE

ROOT

AC CAMERFIRMA AC CAMERFIRMA
FOR FOR
NATURAL LEGAL
PERSONS PERSONS

AC CAMERFIRMA
FOR
WEBSITES

AC CAMERFIRMA AC CAMERFIRMA
CODESIGN TSA

Camerfirma Codesign - Camerfirma TSU
- Camerfirma Codesign
EV

- Corporate digital - Certificado de Sello - Camerfirma SSL DV
certificate 0 Camerfirma SSL OV
- Citiz i - Se onic - Camerfirma SSL EV
er - Sede elecironica
te [AAPP]
- Empleado pablico
[AAPP]
- Empleado pdblico con
seuddnimo [AAPP]

CHAMBERS OF COMMERCE - Any Policy

SHA256 Digital Fingerprint CHAMBERS OF COMMERCE - 2016

04:F1:BE:C3:69:51:BC:14:54:A9:04:CE:32:89:0C:5D:A3:CD:E1:35:6B:79:00:F6:E6:2D:FA:20:41.:EB:AD:51

SHA-1 Digital Fingerprint CHAMBERS OF COMMERCE - 2016

2D:E1:6A:56:77:BA:CA:39:E1:D6:8C:30:DC:B1:4A:BE:22:A6:17:9B

SHA256 Digital FingerprintCHAMBERS OF COMMERC E - 2018

C4:B2:E2:2C:30:00:77:C2:8F:62:84:E0:F1:B0:CB:65:70:B1:6B:B2:64:96:9C:2E:A6:59:A5:45:CA:BA:A8:93

SHA-1 Digital FingerprintCHAMBERS OF COMMERCE - 2018

C4:81:6D:04:0C:EB:CE:98:D8:CD:D0:4F:A5:E7:C2:A2:E2:92:DF:D2

This Hierarchy is designed to develop a trusted network, with the ultimate aim of issuing
corporate, institutional and Public Administration digital identity certificates, within the
European Union and in which the Registration Authorities (hereinafteoiRRAS) are
managed by the Spanish Chambers of Commerce, Industry and Navigation or related public
or private entities.

EXCEPTIONS: Component certificates (AC CAMERFIRMA CODESIGN, AC
CAMERFIRMA TSA AND AC CAMERFIRMA FOR WEBSITES) have no territorial
limitations and are not associated with specific registration entities.

Under this CPS, Intermediate Certification Authorities corresponding to a specific business,
institution or public group can be issued, provided that the territory scope is the European
Union. Thus the certificates issued under this intermediate certification authority acquire the
recognition obtained by ROOT in commercial applications (read: Browsers such as Internet
Explorer, Google Chrome, Mozilla Firefox, etc.).
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On the other handhe scheme of Intermediate Certification Authorities issuing digital

certificates under this hierarchy is:

1.3.6.1.4.1.17326.10.16.1.1

1.3.6.1.4.1.17326.10.16.1.1.1
0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]

1.3.6.1.4.1.17326.10.16.1.1.2
0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

1.3.6.1.4.1.17326.10.16.1.2

1.3.6.1.4.1.17326.10.16.1.2.1
0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]

1.3.6.1.4.1.17326.10.16.1.2.2
0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

1.3.6.1.4.1.17326.10.16.1.3

1.3.6.1.4.1.17326.10.16.1.3.1.1
2.16.724.1.3.5.8 [Spanish regulation]
0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]

1.3.6.1.4.1.17326.10.16.1.3.1.2
2.16.724.1.3.5.8 [Spanish regulation]
0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

1.3.6.1.4.1.17326.10.16.1.3.1.1
2.16.724.1.3.5.9 [Spanish regulation]
0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]

1.3.6.1.4.1.17326.10.16.1.3.1.2
2.16.724.1.3.5.9 [Spanish regulation]
0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

1.3.6.1.4.1.17326.10.16.1.3.2.1
2.16.724.1.3.5.8 [Spanish regulation]
0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]

1.3.6.1.4.1.17326.10.16.1.3.2.2
2.16.724.1.3.5.8 [Spanish regulation]
0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

1.3.6.1.4.1.17326.10.16.1.3.2.1
2.16.724.1.3.5.9 [Spanish regulation]
0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]

1.3.6.1.4.1.17326.10.16.1.3.2.2
2.16.724.1.3.5.9 [Spanish regulation]
0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

1.3.6.1.4.1.17326.10.16.1.3.3.1
2.16.724.1.3.5.8 [Spanish regulation]
0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]

1.3.6.1.4.1.17326.10.16.1.3.3.2
2.16.724.1.3.5.8 [Spanish regulation]
0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

CITIZEN DIGITAL CERTIFICATE
Qualified Citizen Certificate in QSCD

Qualified Citizen Certificate

CORPORATE DIGITAL CERTIFICATE
Qualified Corporate Certificate in QSCD

Qualified Corporate Certificate

LEGAL REPRESENTATIVE DIGITAL CERTIFICATE

Qualified Certificate for a Legal Entity Representative with
general powers of representation in QSCD

Quialified Certificate for a Legal Entity Representative with
general powers of representation

Qualified Certificate for a Representative of a Non-legal Entity
with general powers of representation in QSCD

Qualified Certificate for a Representative of a Non-legal Entity
with general powers of representation

Qualified Legal Entity Representative Certificate for
procedures with the Public Administrations in QSCD

Qualified Legal Entity Representative Certificate for
procedures with the Public Administrations

Qualified Certificate for a Representative of a Non-legal Entity
for procedures with the Public Administrations in QSCD

Qualified Certificate for a Representative of a Non-legal Entity
for procedures with the Public Administrations

Qualified Legal Entity Representative Certificate for Legal
Representative in QSCD

Qualified Legal Entity Representative Certificate for Legal
Representatives
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1.3.6.1.4.1.17326.10.16.1.3.3.1
2.16.724.1.3.5.9 [Spanish regulation]
0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]

1.3.6.1.4.1.17326.10.16.1.3.3.2
2.16.724.1.3.5.9 [Spanish regulation]
0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

1.3.6.1.4.1.17326.10.16.1.5

1.3.6.1.4.1.17326.10.16.1.5.1.3.4.1

2.16.724.1.3.5.7.1 [PUBLIC ADMINISTRATION high-level
public employee]

0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]
1.3.6.1.4.1.17326.10.16.1.5.1.3.4.2

2.16.724.1.3.5.7.1 [Public Administration high-level public
employee]

0.4.0.2042.1.2 [ETSI EN 319 411 1 - NCP+]
1.3.6.1.4.1.17326.10.16.1.5.1.3.4.3

2.16.724.1.3.5.7.1 [Public Administration high-level public
employee]

1.3.6.1.4.1.17326.10.16.1.5.1.3.4.4

2.16.724.1.3.5.7.2 [Public Administration mid-level public
employee]

0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd)]
1.3.6.1.4.1.17326.10.16.1.5.1.3.4.4

2.16.724.1.3.5.7.2 [Public Administration mid-level public
employee]

0.4.0.194112.1.0 [ETSI EN 319 411 2'i QCP-n]
1.3.6.1.4.1.17326.10.16.1.5.1.3.4.1

2.16.724.1.3.5.7.1 [PUBLIC ADMINISTRATION high-level
public employee]

0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd]
1.3.6.1.4.1.17326.10.16.1.5.1.3.4.2

2.16.724.1.3.5.7.1 [Public Administration high-level public
employee]

0.4.0.2042.1.2 [ETSI EN 319 411 1 - NCP+]
1.3.6.1.4.1.17326.10.16.1.5.1.3.4.3

2.16.724.1.3.5.7.1 [Public Administration high-level public
employee]

1.3.6.1.4.1.17326.10.16.1.5.1.3.4.4

2.16.724.1.3.5.7.2 [Public Administration mid-level public
employee]

0.4.0.194112.1.2 [ETSI EN 319 411 2 - QCP-n-gscd)]
1.3.6.1.4.1.17326.10.16.1.5.1.3.4.4

2.16.724.1.3.5.7.2 [Public Administration mid-level public
employee]

0.4.0.194112.1.0 [ETSI EN 319 411 2 - QCP-n]

1.3.6.1.4.1.17326.10.16.2.1

1.3.6.1.4.1.17326.10.16.2.1.1
0.4.0.194112.1.3 [ETSI EN 319 411 2 - QCP-l-gscd]

1.3.6.1.4.1.17326.10.16.2.1.2
0.4.0.194112.1.1 [ETSI EN 319 411 2 - QCP-I]

1.3.6.1.4.1.17326.10.16.2.3

1.3.6.1.4.1.17326.10.16.2.3.2
0.4.0.2042.1.3 [ETSIEN 3194111 - LCP]

1.3.6.1.4.1.17326.10.16.2.2

1.3.6.1.4.1.17326.10.16.2.2.1.3.3.1

0.4.0.194112.1.3 [ETSI EN 319 411 2 - QCP-l-gscd]
2.16.724.1.3.5.6.1 [PUBLIC ADMINISTRATION - high
level seal]

Qualified Certificate for a Representative of a Non-legal Entity
for Legal Representatives in QSCD

Qualified Certificate for a Representative of a Non-legal Entity
for Legal Representatives

PUBLIC EMPLOYEE [PUBLIC ADMINISTRATION]

Qualified Public Employee Signature Certificate in QSCD.
High Level.

Public Employee Authentication Certificate in QSCD. High
Level.

Public Employee Encrypted Certificate High Level.

Qualified Public Employee certificate in QSCD. Mid Level.

Public Employee Qualified Certificate. Mid Level.

Qualified Public Employee Certificate with Signature
Pseudonym in QSCD. High Level.

Certificate for Public Employee with Signature Authentication
in QSCD. High Level.

Public Employee Certificate with Encrypted Pseudonym. High
Level.

Quialified Public Employee Certificate with Pseudonym in
QSCD

Quialified Public Employee Certificate with Pseudonym. Mid
Level.

DIGITAL SEAL QUALIFIED DIGITAL CERTIFICATE
Quialified Digital Seal Certificate in QSCD

Qualified Digital Seal Certificate

DIGITAL SEAL DIGITAL CERTIFICATE
Digital Seal Certificate

DIGITAL SEAL (PUBLIC ADMINISTRATION)

Public Administrations Digital Seal Certificate in QSCD. High
Level.
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1.3.6.1.4.1.17326.10.16.2.2.1.4.3.1
0.4.0.194112.1.3 [ETSI EN 319 411 2 - QCP-I-gscd]

OID 2.16.724.1.3.5.6.2 [PUBLIC ADMINISTRATION - mid

level seal]

1.3.6.1.4.1.17326.10.16.2.2.1.4.3.1
0.4.0.194112.1.1 [ETSI EN 319 411 2 - QCP-I]

OID 2.16.724.1.3.5.6.2 [PUBLIC ADMINISTRATION - mid

level seal]

1.3.6.1.4.1.17326.10.16.3.2

1.3.6.1.4.1.17326.10.16.3.2.2
0.4.0.2042.1.7 [ETSI TS 102 042 - OVCP]
2.23.140.1.2.2 [CA/B FORUM - SSL OV]

1.3.6.1.4.1.17326.10.16.3.5

1.3.6.1.4.1.17326.10.16.3.5.1
0.4.0.194112.1.4 [ETSI EN 319 411 2 - QCP-w]
2.23.140.1.1 [CA/B FORUM - SSL EV]

1.3.6.1.4.1.17326.10.16.3.6

1.3.6.1.4.1.17326.10.16.3.6.1.3.2.1

0.4.0.194112.1.4 [ETSI EN 319 411 2 - QCP-w]
2.16.724.1.3.5.5.1 [Public Administrations - high level
office]

2.23.140.1.1 [CA/B FORUM - SSL EV]
1.3.6.1.4.1.17326.10.16.3.6.1.3.2.2

0.4.0.194112.1.4 [ETSI EN 319 411 2 - QCP-w]
2.16.724.1.3.5.5.2 [Public Administrations - Mid Level
office]

2.23.140.1.1 [CA/B FORUM - SSL EV]
1.3.6.1.4.1.17326.10.16.3.6.1.3.2.1

0.4.0.194112.1.4 [ETSI EN 319 411 2 - QCP-w]
2.16.724.1.3.5.5.1 [Public Administrations - high level
office]

2.23.140.1.2.2 [CA/B FORUM - SSL OV]
1.3.6.1.4.1.17326.10.16.3.6.1.3.2.2

0.4.0.194112.1.4 [ETSI EN 319 411 2 - QCP-w]
2.16.724.1.3.5.5.2 [Public Administrations - Mid Level
office]

2.23.140.1.2.2 [CA/B FORUM - SSL OV]

1.3.6.1.4.1.17326.10.16.4.1

1.3.6.1.4.1.17326.10.16.4.1.1
0.4.0.194112.1.3 [ETSI EN 319 411 2 - QCP-l-gscd]

1.3.6.1.4.1.17326.10.16.4.1.2
0.4.0.194112.1.1 [ETSI EN 319 411 2 - QCP-I]

1.3.6.1.4.1.17326.10.16.4.2

1.3.6.1.4.1.17326.10.16.4.2.1
0.4.0.194112.1.3 [ETSI EN 319 411 2 - QCP-l-gscd]
2.23.140.1.3 [CA/B FORUM - CODESIGN]
1.3.6.1.4.1.17326.10.16.4.2.2

0.4.0.194112.1.1 [ETSI EN 319 411 2 - QCP-I]
2.23.140.1.3 [CA/B FORUM - CODESIGN]

1.3.6.1.4.1.17326.10.16.5.1

1.3.6.1.4.1.17326.10.16.5.1.1
0.4.0.194112.1.3 [ETSI EN 319 411 2 - QCP-l-gscd]

1.3.6.1.4.1.17326.10.16.5.1.2

Public Administrations Digital Seal Certificate in QSCD. Mid

Level.

Public Administrations Digital Seal Certificate. Mid Level.

CAMERFIRMA SSL OV
OV Website Certificate

CAMERFIRMA SSL EV
Qualified EV Website Certificate

GOVERNMENT ELECTRONIC OFFICE (Public
Administration)
Quialified Digital Office Certificate - High Level - EV

Quialified Digital Office Certificate - Mid-level i EV

Qualified Digital Office Certificate - High Level - OV

Quialified Digital Office Certificate - Mid-level - OV

CAMERFIRMA CODESIGN
Qualified CodeSign Certificate in QSCD

Qualified CodeSign Certificate

CAMERFIRMA EV CODESIGN
Qualified EV CodeSign Certificate in QSCD

Qualified EV CodeSign Certificate

CAMERFIRMA TSU
TSU certificate on QSCD

TSU certificate
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1.3.11.3.1 AC CAMERFIRMA FOR WEBSITES. (Website certificates)

The intermediate CA issues digital certificates to HTML page server applications on

the internet using the TLS protocol. This protocol is required to identify and establish

secure channels between theeusé s or User Partyos br
Subject/ Signatorydés HTML web server.

Under this CPS, certificates can be issued to entities or organisations residing
outside of the European Union. The procedure for issuing the certificate is
covered in the relevantsection of this CPS.

Certificates are issued in different ways:

1.3.11.3.1.10V Website Certificates Qrganisation Validatio) i OVCP.

Issuing this type of certificate complies with the requirements established by the
documenBaseline Requirements for tlesuance and Management of Publicly
Trusted  Certificates drafted by the CA/BROWSER FORUM
http://www.cabforum.org The registration processes include validating an
organisation associated with the domain control.

1.3.11.3.1.2Qualified EV Website Certificates Extended Validation i

EVCP. The issuance of digital certificates for EV Secure Servers meets the
requirements set forth in the document Guidelines for Issuance and Management

of extended validation certificates, written fiye CA/BROWSER FORUM
http://www.cabforum.orgThis regulation promotes the issuing of secure server
certificates with extra guarantees i n th
An EV Website certificate gies browsers who connect to this service an extra

level of guarantee, which can be seen from the green background in the

browser address bar.

1.3.11.3.1.3Qualified OV and EV Digital Office Certificates - QCP-w.

Established in Law 39/2015, 1 October, Public Adminigira Common
Administrative Procedures.

1.3.11.3.2 AC CAMERFIRMA FOR LEGAL PERSONS. (Certificates for legal
entities).

1.3.11.3.2.1Qualified Digital Seal Certificate QCP-I, QCP-I-gscd.

This certificate is issued to a legal entity whose applicant must have
representation ocauthorisation from the entity included in the certificate. This
certificate can be associated with a key activated by a machine or application.
Common transactions can be carried out automatically and without requiring
intervention. The keys associatediwtihe use of a digital seal certificate provide
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integrity and authenticity to the documents and transactions to which they apply.
It can also be used as a client machine identification element in secure TLS
communication protocols.

1.3.11.3.2.2Digital Seal Certificatei LCP.

This certificate is issued to a legal entity whose applicant must have
representation or authorisation from the entity included in the certificate. This
certificate can be associated with a key activated by a machine or application.
Common transztions can be carried out automatically and without requiring
intervention. The keys associated with the use of a digital seal certificate provide
integrity and authenticity to the documents and transactions to which they apply.
It can also be used as aedt machine identification element in secure TLS
communication protocols.

1.3.11.3.2.3Public Administrations Digital Seal Certificate. QCP-l, QCP-I-gscd

Established in Law 39/2015, 1 October, Public Administration Common
Administrative Procedures.

1.3.11.3.3 AC CAMERFIRMA CODESIGN. (CodeSign certificates).

Il ntermedi ate CA called AAC CAMERFI RMA COI
certificates. As the name suggests, CodeSign certificates enable developers to apply

a digital signature to the code they have developed: ActiveX afplats, Microsoft

Office macros, etc., thus guaranteeing the integrity and authenticity of this code.

Under this CPS, certificates can be issued to entities or organisations residing
outside of Spanish territory. The procedure for issuing the certificas is covered
in the relevant section of this CPS.

Certificates are issued in different ways:

1.3.11.3.3.1Qualified CodeSign Certificatesi QCP-l, QCP-I-gscd.

Issuing this type of certificate complies with the requirements established by the
documenBaselineRequirements for the Issuance and Management of Publicly
Trusted  Certificates drafted by the CA/BROWSER FORUM
http://www.cabforum.org The registration processes include validating an
organisation associated with tdemain control.

1.3.11.3.3.2 Qualified EV CodeSign Certificates Extended Validatiof i QCP-I, QCP-I-gscd.

The issuance of EV CodeSign digital certificates is subject to the requirements
set forth in the documertuidelines For The Issuance And Management Of
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Extended Validation Code Signing Certificatestten by the CA/BROWSER
FORUMnhttp://www.cabforum.org This regulation promotes the issuing of
CodeSign certificates wi t h extra guar
identification process.

1.3.11.3.4 AC CAMERFIRMA TSA. (Timestamp certificates)

This authority issues certificates fmsuing timestamps A Timestamp is a data
packet with a standardised structure that associates the summary beddacode
of a document or digitafansaction with a specific date and time.

The timestamping authority issues certificates to intermediate entities called

ATi mest amplSu ghesd timestasnp units ultimately issue the timestamps

on receiving a standard request in accordancethétRFC 3161specifications. Each

of theseTSUsc an be associated either with the s
or exclusive client use.

TSU certificates have a si¥year duration and use of a private key for one year,
so the time certificates issad by these TSUs time have a minimum duration of
five years.

Under this CPS, TSU certificates can be issued to companies and entities residing
outside of Spanish territory. The procedure for issuing the certificate is covered
in the relevant section of tlis CPS.

AC Camerfirma issues TSU certificates @ayuipment accredited by AC
Camerfirma. The accredited equipment may be located on the premises of the
Signatory through the signature of an affidavit and compliance with the requirements
associated with issng a TSU certificate.

AC Camerfirma also issues TSU certificates for storaghioth party platforms as
long as these platforms:

1 Are synchronised with the timestamps established by Camerfirma.

1 Allow Camerfirma or an authorised third party to audé flystems.

1 Allow AC Camerfirma signing applications access to their service in order to

establish the appropriate controls regarding the correction of the timestamp.

Sign a service agreement.

Provide access to AC Camerfirma to collect information aboutséads

issued or submit a periodic report on the number of seals issued.

1 Submit a key creation record in a safe environment as indicated by
Camerfirmads T SolAciesc(HSMt FIRSI 144 tLevel n3
certificate) signed by a competent organisations Tacord is first reviewed
and signed by AC Camerfirma technical personnel before validation is given.

= =4

The TSU certificate policies are:
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1.3.11.3.4.1Qualified TSU certificate in QSCD
The keys are generated and stored in a HSM FIPFS 140el 2 certificate.

1.3.11.3.4.2TSU certificate
The keys are generated and stored in software media.

Access to the service is authenticated by username/password or digital certificate. IP
authentication implementations are also permitted.

Further information albttp://www.camerfirma.com/servicios/sellade-tiempo

1.3.11.3.5 AC CAMERFIRMA FOR NATURAL PERSONS. (Certificates for
natural persons)

Camerfirma is a muhpolicy Certification Authority that issues qualified and non
qgualified certificates for natural persons within the European Union whose
functionalities are described below.

The final certificates are intended for:

1.3.11.3.5.1Natural persons with a business relationship with an Entity.

1.3.11.3.5.1.1Qualified Corporate Certificaie QCPn, QCRn-gscd.
These determine the type of contractual relationship (labour, mercantile,
institution, etc.) between a natural person (Certificate
Holder/Subject/Signatory) and an Entity (certificate's organisation field).

1.3.11.3.5.1. Qualified Legal Representativeertificate:

1.3.11.35.1.2.1 Qualified Certificate for a Representative of a Legal Entity with
general powers of representatidnQCP-n, QCRn-gscd.

This determines the powers of legal representation or general power of
attorney between the natural person (Certificate
Holder/Subject/Signatory) and an Entity with legal status (also described
in the Certificate's organisation field).

1.3.11.3.5.1.2.2 Qualified Certificate for a Representative of a Negal Entity with
general powers of representatiorQCP-n, QCRn-gscd.

This determing the powers of legal representation or general power of
attorney between the natural person (Certificate
Holder/Subject/Signatory) and an Entity without legal status (also
described in the Certificate's organisation field).
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1.3.11.3.5.1.2.3 Qualified Legal Entity Represitative Certificate for procedures with
the Public Administrationsg. QCP-n, QCRn-gscd.

Its purpose is to identify an individual and add the attribute (information)
that such person may represent in an entity with legal status in the field
of Public Admnistration.

1.3.11.35.1.24 Qualified Certificate for a Representative of a Negal Entity for
procedures with the Public AdministratioisQCP-n, QCRn-gscd.

Its purpose is to identify an individual and add the attribute (information)
that such person may represenan entity with no legal status in the field
of Public Administration.

1.3.11.3.5.1.25 Qualified Legal Entity Representative Certificate for Legal
Representative$. QCP-n, QCRn-gscd.

This determines the powers of specific representation or special power of
attorneybetween the natural person (certificate holder/Subject/Signatory)
and an Entity with legal status (also described in the Certificate's
organisation field).

1.3.11.3.5.1.2.6 Qualified NonLegal Entity Representative Certificate for Legal
Representative$. QCP-n, QCRn-gscd.

This determines the powers of specific representation or special power of
attorney between the natural person (certificate holder/Subject/Signatory)
and an Entity without legal status (also described in the Certificate's

organisation field).

1.3.11.3.5.1.Fublic Enployee Certificates. QCP-n, QCRn-gscd, NCP+.

Established in Law 39/2015, 1 October, Public Administration Common
Administrative Procedures.

The legal framework provides various solutions to many problems that
currently exist in relation to digitadentification and signing for Public
Administrations, including with citizens and companies, and with public
sector employees.

The General State Administration (GSA) has defined a certification model that
includes public certification service providerg blso the possibility of bodies
dependent on the GSA being able to contract private certification service
providers.
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This model is mixed, due to being a regulated free market model, in which
private certification service providers could be contractgdahy body
dependent on the Public Administration to provide certification services.

1.3.11.3.5.2Natural persons WITH NO business relationship with an Entity.

1.3.11.3.5.2.1Quialified Citizen Certificate. QCRn, QCRn-gscd.

Determines the identity of the natural person signat@ct on his/her own
behalf.
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1.3.11.4GLOBAL CHAMBERSIGN ROOQOT hierarchy.
This hierarchy applies from GLOBAL CHAMBERSIGN ROOT - 2016.

GLOBAL
CHAMBERSIGN
ROOT

y

AC CAMERFIRMA

AC CAMERFIRMA AC CAMERFIRMA
COLOMBIA PERU

AC CAMERFIRMA
GLOBAL AC CAMERFIRMA

FOR PERU
WEBSITES CERTIFICADOS

- Citizen digital
certificate

- Corporate digital
certificate

- Legal representative
digital certificate

- Comunidad Académica - Persona Fisica con
- Camerfirma SSL DV - Funcitn Piiblica Vinculacion a Empresa
- Camerfirma SSL OV - Persona Juridica - Representante Legal
- Camerfirma SSL EV - Persona Matural - Persona Juridica
- Pertenencia a Empresa - Facturacion Electronica
- Profesional Titulado
- Representante de
empresa

- Electronic seal digital
cerfificate

GLOBAL CHAMBERSIGN ROOT - AnyPolicy.

SHA-256 Digital Fingerprint

C1:D8:0C:E4:74:A5:11:28:B7:7E:79:4A:98:AA:2D:62:A0:22:5D:A3:F4:19:E5:C7.:ED:73:DF:BF:66:0E:71:09

SHA-1 Digital Fingerprint

11:39:A4:9E:84:84:AA:F2:D9:0D:98:5E:C4:74:1A:65:DD:5D:94:E2

This hierarchy is created for issuing certificates for specific proyattsa specific Entity or

Entities. It is therefore an open hierarchy in which certificates and their management are
adapted to specific project needs. I n this s
mentioned above, the Registration Authoritiesrarenecessarily included within the scope

of the Spanish Chambers of Commerce, or within a specific regional scope, business scope

or a business relationship. This hierarchy can therefore issue certificates anywhere there is a
recognised RA that meets Camé i r madés requirements, al ways
applicable to international trading relations.

The ChamberSign Global Root Hierarchy organises the issuance of digital certificates in
different territories by establishing certification authostmeated specifically for issuing
certificates in a particular country, thus allowing better adaptation to the legal framework and
corresponding regulations.
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Within the framework of this hierarchy, there are different intermediate certification
authorites that correspond to global, national, sector and corporate frameworks.

GLOBAL CHAMBERSIGN ROOT - 2016

1.3.6.1.4.1.17326.20.16.1.1.1 CITIZEN DIGITAL CERTIFICATE
1.3.6.1.4.1.17326.20.16.1.1.1.1 Citizen Certificate in QSCD
1.3.6.1.4.1.17326.20.16.1.1.1.2 Citizen certificate

1.3.6.1.4.1.17326.20.16.1.1.2 CORPORATE DIGITAL CERTIFICATE
1.3.6.1.4.1.17326.20.16.1.1.2.1 Corporate certificate in QSCD
1.3.6.1.4.1.17326.20.16.1.1.2.2 Corporate certificate

1.3.6.1.4.1.17326.20.16.1.1.3 LEGAL REPRESENTATIVE DIGITAL CERTIFICATE
1.3.6.1.4.1.17326.20.16.1.1.3.1.1 Legal Entity Representative Certificate in QSCD
1.3.6.1.4.1.17326.20.16.1.1.3.1.2 Legal Entity Representative Certificate
1.3.6.1.4.1.17326.20.16.1.1.3.2.1 Non-Corporate Entity Representative Certificate in QSCD
1.3.6.1.4.1.17326.20.16.1.1.3.2.2 Non-Corporate Entity Representative Certificate

1.3.6.1.4.1.17326.20.16.1.2.1 DIGITAL SEAL DIGITAL CERTIFICATE
1.3.6.1.4.1.17326.20.16.1.2.1.1.1 Digital Seal Certificate in QSCD
1.3.6.1.4.1.17326.20.16.1.2.1.1.2 Digital Seal Certificate

1.3.6.1.4.1.17326.10.8.12 CAMERFIRMA SSL EV

1.3.6.1.4.1.17326.10.8.12.1.2 EV Website Certificate

1.3.6.1.4.1.17326.20.16.1.3.1 CAMERFIRMA GLOBAL TSU
1.3.6.1.4.1.17326.20.16.1.3.1.1 Certificado de GLOBAL TSU QSCD
1.3.6.1.4.1.17326.20.16.1.3.1.2 Certificado de GLOBAL TSU

1.3.6.1.4.1.17326.20.1.1 ACADEMIC COMMUNITY

1.3.6.1.4.1.17326.20.1.1.2 Academic Community Certificate
1.3.6.1.4.1.17326.20.1.2 PUBLIC OFFICIAL
1.3.6.1.4.1.17326.20.1.2.2 Public Official Certificate
1.3.6.1.4.1.17326.20.1.3 LEGAL ENTITY
1.3.6.1.4.1.17326.20.1.3.2 Legal Entity Certificate
1.3.6.1.4.1.17326.20.1.4 NATURAL PERSON
1.3.6.1.4.1.17326.20.1.4.2 Natural person certificate
1.3.6.1.4.1.17326.20.1.5 BELONGING TO A COMPANY
1.3.6.1.4.1.17326.20.1.5.2 Contractual Relationship Certificate
1.3.6.1.4.1.17326.20.1.6 QUALIFIED PROFESSIONAL
1.3.6.1.4.1.17326.20.1.6.2 Qualified Professional Certificate



1.3.6.1.4.1.17326.20.1.7
1.3.6.1.4.1.17326.20.1.7.2

1.3.6.1.4.1.17326.30.16.0
1.3.6.1.4.1.17326.30.16.0.1
1.3.6.1.4.1.17326.30.16.10
1.3.6.1.4.1.17326.30.16.10.1
1.3.6.1.4.1.17326.30.16.20
1.3.6.1.4.1.17326.30.16.20.1
1.3.6.1.4.1.17326.30.16.30
1.3.6.1.4.1.17326.30.16.30.1
1.3.6.1.4.1.17326.30.16.40
1.3.6.1.4.1.17326.30.16.40.1
1.3.6.1.4.1.17326.30.16.50
1.3.6.1.4.1.17326.30.16.50.1

COMPANY REPRESENTATIVE
Company Representative Certificate

PHYSICAL PERSON WITH COMPANY LINK
Certificate for a natural person linked to a company
LEGAL REPRESENTATIVE

Legal Representative Certificate

LEGAL ENTITY

Legal Entity Certificate

DIGITAL INVOICING

Digital Invoicing Certificate

PHYSICAL PERSON

Physical Person Certificate

ENTI TY6 S ELECTRONI C SEAL
E n t i Blegtroric Seal Certificate

1.3.11.41 AC CAMERFIRMA.

The purpose
restrictions in

of this intermediate CA is to issue Subordinate CA certificates with no
the specific geographical, sectoral or registration authority areas.

1.3.11.4.1.1AC CAMERFIRMA GLOBAL FOR NATURAL PERSONS (Certificates for
natural persons)

This Certification Authority issues certificates for natural persons with no
restrictions on specific geographical, sectoral or registration authority areas.

1.3.11.4.1.1.1Natural persons with a business relationship with an Entity.

131141111

131141112

131141113

Corporate certificate.

These determine the type of contractual relationship (labour,
mercantile, institution, etc.) between a natural person (Certificate
Holder/Subject/Signatory) and an Entity (certificate's organisation
field).

Legal Entity Representae Certificate.

This determines the powers of legal representation or general power of
attorney between the natural person (Certificate
Holder/Subject/Signatory) and an Entity with legal status (also
described in the Certificate's organisation field).

Non-Corporate Entity Representative Certificate.

This determines the powers of legal representation or general power of
attorney between the natural person (Certificate
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Holder/Subject/Signatory) and an Entity without legal status (also
described in the Ceritfate's organisation field).

1.3.11.4.1.1. Natural persons WITH NO business relationship with an Entity.

1.3.11.4.1.1.21 Citizen Certificate.

Determines the identity of the natural person signatory to act on his/her
own behalf.

1.3.11.4.1.2AC CAMERFIRMA GLOBAL FOR LEGAL ENTITIES. (Certificates fo r legal
entities)

1.3.11.4.1.2.1Digital Seal Certificate

This certificate is issued to a legal entity whose applicant must have
representation or authorisation from the entity included in the certificate. This
certificate can be associated with a key activated bychimaor application.
Common transactions can be carried out automatically and without requiring
intervention. The keys associated with the use of a digital seal certificate
provide integrity and authenticity to the documents and transactions to which
they apply. It can also be used as a client machine identification element in
secure TLS communication protocols.

1.3.11.4.1.3AC CAMERFIRMA GLOBAL FOR WEBSITES. (Website certificates). EVCP.

The intermediate CA issues digital certificates to HTML page server apptisatio

on the internet using the TLS protocol. This protocol is required to identify and
establish secure channels between the
Subject/ Signatoryés HTML web server.

This CA issues certificates in the same manner and & equivalent in the
Chambers of Commerce Root hierarchy.

1.3.11.4.1.4AC CAMERFIRMA GLOBAL TSA. (TSU certificates).

This authority issues certificates fiesuing timestamps A Timestamp is a data
packet with a standardised structure that associates the sumwodarprhash
code of a document or digital transaction with a specific date and time.

TSU certificates have a si¥year duration and use of a private key for one

year, so the time certificates issued by these TSUs time have a minimum
duration of five years.
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Under this CPS, TSU certificates can be issued to companies and entities
residing outside of Spanish territory. The procedure for issuing the
certificate is covered in the relevant section of this CPS.

AC Camerfirma issues TSU certificates equipment accredited by AC
Camerfirma. The accredited equipment may be located on the premises of the
Signatory through the signature of an affidavit and compliance with the
requirements associated with issuing a TSU certificate.

AC Camerfirma also issues WUScertificates for storage othird party
platforms as long as these platforms:

(0]
(0]
(0]

Are synchronised with the timestamps established by Camerfirma.
Allow Camerfirma or an authorised third party to audit the systems.
Allow AC Camerfirma signing applications @ss to their service in
order to establish the appropriate controls regarding the correction of
the timestamp.

Sign a service agreement.

Provide access to AC Camerfirma to collect information about the
seals issued or submit a periodic report on the nuoftseals issued.
Submit a key creation record in a safe environment as indicated by
Camerfirmads Ppdides @¢i8M EIRSf140QcLaveli3o n
certificate) signed by a competent organisation. This record is first
reviewed and signed by AC Camerfirtechnical personnel before
validation is given.

The TSU certificate policies are:

1.3.11.4.1.4.1Global TSU certificate in QSCD

The keys are generated and stored in a HSM FIPFS 14Qel 2certificated.

1.3.11.4.1.4. Global TSU certificate

The keys are generated and storesboiftware media.

Access to the service is authenticated by username/password or digital certificate.
IP authentication implementations are also permitted.

Further information alttp:/Mww.camerfirma.com/servicios/sellad@tiempo

1.3.11.4.1.5AC CAMERFIRMA COLOMBIA.
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The purpose of this intermediate CA is to issue Subordinate CA certificates within
the geographical scope of the Republic of Colombia.

1.3.11.4.1.6AC CITISEG (Certificates for natural and legal entities)

1.3.11.4.1.6.1Academic Community Certificate (Certificates for natural persons)

These determine the type of contractual relationship (labour, mercantile,
member of professional body, etc.) between a natural person (Certificate
Holder/Subject/Signatory) and &tademic Entity (certificate's organisation
field).

1.3.11.4.1.6.2Public Official Certificate (Certificates for natural persons)

They determine the employment relationship between a natural person
(certificate holder/Subject/Signatory) and an Entity belonging tdPtiaic
Administration of the Republic of Colombia (certificate organisation field).

1.3.11.4.1.6.3 egal Entity Certificate (Certificates for legal entities)

This certificate is issued to a legal entity whose applicant must have
representation or authorisation from #rgity included in the certificate. This
certificate can be associated with a key activated by a machine or application.
Common transactions can be carried out automatically and without requiring
intervention. The keys associated with the use of a digdal certificate
provide integrity and authenticity to the documents and transactions to which
they apply. It can also be used as a client machine identification element in
secure TLS communication protocols.

1.3.11.4.1.6.ANatural Person Certificate (Certificates fatural persons)

Determines the identity of the natural person signatory to act on his/her own
behalf.

1.3.11.4.1.6.%Contractual Relationship Certifica€ertificates for natural persons)

These determine the type of employment or commercial contractual
relationship beveen a natural person (Certificate Holder/Subject/Signatory)
and an Entity (certificate's organisation field).

1.3.11.4.1.6.8ualified Professional Certificate (Certificates for natural persons)

These determine the type of professional relationship between a natscal pe
(Certificate Holder/Subject/Signatory) and an Institutional Entity (certificate's
organisation field).
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1.3.11.4.1.6. Company Representative Certificate (Certificates for natural persons)

This determines the powers of legal representation or general power of
attorrey between the natural person (Certificate Holder/Subject/Signatory)
and an Entity with legal status (also described in the Certificate's organisation
field).

1.3.11.4.1.7AC CAMERFIRMA PERU.

The purpose of this intermediate CA will be to issue Subordinate CA catesic
within the geographic scope of the Republic of Peru.

1.3.11.4.1.7.JAC CAMERFIRMA PERU CERTIFICATES (Certificates for natural and
legal entities)

131141711 Certificate of Natural persons with a contractual relationship with a
company (Certificates for natural persons)

These determine the type of employment or commercial contractual
relationship between a natural person (Certificate Holder/Subject/Signatory)
and an Entity (certificate's organisation field).

1.3.11.4.1.7.1.2 Legal Representative Certificate (Certificates for natural persons)

This determines the powers of legal representation or general power of
attorney between the natural person (Certificate Holder/Subject/Signatory)
and an Entity with legal status (also described in the Certificate's organisation
field).

1.3.11.4.1.7.1.3 Legal Entity Certiftate (Certificates for legal entities)

This certificate is issued to a legal entity whose applicant must have
representation or authorisation from the entity included in the certificate. This
certificate can be associated with a key activated by a machapplication.
Common transactions can be carried out automatically and without requiring
intervention. The keys associated with the use of a digital seal certificate
provide integrity and authenticity to the documents and transactions to which
they appy. It can also be used as a client machine identification element in
secure TLS communication protocols.

1.3.11.4.1.7.1.4 Electronic Invoice Certificate (Certificates for natural persons)

This certificate is exclusively made for generating digital invoices and is
issued © a legal entity whose applicant must have representation or
authorisation from the entity included in the certificate. The action of the keys
associated with the use of a contractual relationship certificate provides
integrity and authenticity to the inic@s to which they are applied

1.3.11.4.1.7.15 Physical Person Certificate (Certificates for individuals)
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Determine the identity of the physical person signing to act on their own
behalf.

1.3.11.4.1.7.1.6 Electronic Invoice Certificate (Certificates for natural persons)

This certificde is issued to a legal entity whose applicant must have
representation or authorization from the entity included in the certificate. This
certificate can be associated with a key activated by a machine or application.
The operations carried out are uswatiarried out automatically and
unassisted. The action of the keys is associated with the use of an electronic
seal certificate that provides integrity and authenticity to the documents and
transactions to which it applies. It is also allowed to be usedraachine
customer identification element in secure TLS communication protocols.

1.4 Scope of Application and Usage

This CPS fulfils the Certification Policies described in sectidll1of this CPS.

1.4.1 Appropriate Certificate Uses

Camerfirma certificates can be used in accordance with the terms and conditions set out in
the Certification Policies.

In general terms, certificates are issued for the following uses:

A Authentication based on X.509v3 certificates.
A Digital signature, advanced or qualified, based on X.509v3 certificates.
A Asymmetric or mixed encryption, based on X.509v3 certificates.

1.4.2 Prohibited and Unauthorised Certificate Uses

The certificates can only hesed for the purposes for which they were issued and are subject
to the limits defined in the certification policies.

Certificates are not designed, may not be used and their use or resale is not authorised as
control equipment for dangerous situation$ooruses requiring faiafe actions, such as the
operation of nuclear facilities, navigation systems or aerial communication or weapon control
systems, where an error could directly result in death, personal injury, or severe
environmental damage.

The we of digital certificates in transactions that contravene the Certification Policies
applicable to each of the Certificates, the CPS or the Contracts that the CAs sign with the

RAs or with the Signatory (Subjects) and/or Signatories is considered ikagkihe CA is

exempt from any I|iability due to the Signato
accordance with current law.

39



Camerfirma does not have access to the data for which a certificate is used. Therefore, due
to lack of access to mexge contents, Camerfirma cannot issue any appraisal regarding these
contents and the Signatory is consequently responsible for the data for which the certificate
is used. The Signatory is also responsible for the consequences of any use of this data in
breach of the limitations and terms and conditions established in the Certification Policies
applicable to each Certificate, the CPS and the contracts the CAs sign with the Signatory
(Subject), as well as any misuse thereof in accordance with this paragelpictocould be
interpreted as such by virtue of current law.

In the certificate informati &eyusage talhe rli ibmitteas
Camer f i r mabasic condtraindbe smafr ked as cri ti cal i n the
therebre compliance is obligatory by the applications that use it, or limitations on attributes

s u ¢ hextansled Rey usage,nanie constraintdé and/ or by means of t ex
fusernotic® mar ked Anot critical 0 buserséomplianeehi ch t I
are obligatory.

1.5 Policy Authority

This CPS defines the way in which the Certification Authority meets all the requirements
and security levels imposed by the Certification Policies.

The Certification Aut htoingpdctiodls thaRoticy Autharity may b
(PA) or anyone appointed by it.

For the hierarchies described herein, t he F
department.
Camerfirmads | egal department t hererarth®s e cons

and Certification Authorities described above and is responsible for managing the CPS.

1.5.1 Organization administering the document

The drafting and control of this CPS is managed by the CA Camerfirma SA legal department
in collaboration with th@perations department.

1.5.2 Contact Person

Address: Calle Ribera del Loira, 12. Madrid (Madrid)
Phone: +34 902 361 207

Fax: +34 902 930 422

E-mail: juridico@camerfirma.com
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In terms of the content of this CPS, it is assumed that the reader is familiar with the basic
concepts of PKI, certification and digital signing. Should the reader not be familiar with these
concepts, information can be obtained from  Camerfirma's  website
http://www.camerfirma.conwhere general information can be found about the use of the
digital signatures and digital certificates.

To report security incidents related to certificates by the TSP, you can contact AC
Camerfirma througincidentes@camerfirma.com

1.5.3 Person determining CPS suitability for the policy
The legal department of Camerfirma is therefore constituted in the Poltbpity (PA) of

the Hierarchies and Certification Authorities described above being responsible for the
administration of the CPS.

1.5.4 CPS approval procedures

The publication of the revisions of this CPS must be approved by the Management of
Camerfirma.

AC Camerfirma publishes every new version on its website. The CPS is published in PDF
format electronically signed with the digital certificate of the legal entity of AC Camerfirma
SA.

1.6 Definitions and Acronyms

1.6.1 Acronyms

CA Certification Authority

CPS Certification Practice Statement.

CRL Certificate Revocation List. List of revoked certificates

CSR Certificate Signing Request.

DES Data Encryption Standard. Standard for encrypting data

DN Distinguished Name. Distinguished name in the digital certificate

DSA Digital Signature Algorithm. The signa
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FIPS Federal Information Processing Standard Publication

IETF Internet Engineering Task Force

ISO International Standards Organisatioternational Standards Organisation

ITU International Telecommunications Union.

LDAP Lightweight Directory Access Protocol. Protocol for directory access

OCSP Online Certificate Status Protocol. Protocol for accessing the status of
certificates

OID Object Identifier.

PA Policy Authority.

PC Certification Policy

PIN Personal Identification Number.

PKI Public Key Infrastructure.

RA Registration Authority

RSA RivestShamir-Adleman. Type of encryption algorithm

SHA Secure Hash Algorithm.

SSCD Secure Signature Creation Device

SSCDSD SecureSignature Creation Data Storage Device

SSL Secure Sockets LayeA protocol designed by Netscape that has become
standard on the Internet. It allows the transmission of encrypted information
between a browser and a server.

TCP/IP Transmission ControlProtocol/Internet Protocol System of protocols, as
defined in the IETF framework. The TCP protocol is used to split source
information into packets and then recompile it on arrival. The IP protocol is
responsible for correctly directing the informatiorthe recipient.
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1.6.2 Definitions

Activation data

Applicant

Certificate

Certification Authority

Certification Policy

CPS

CRL

Cross certification

Digital signature

Private data such as PINs or passwords used for
activating the private key

Within the context of this certification policy, the
applicant is a natural person with special powers to
carry out certaiprocedures on behalf of the entity.

A file that associates the public key with some data
identifying the Subject/Signatory and signed by the
CA.

This is the entity responsible for issuing and managing
digital certificdes. It acts as the trusted third party
between the Subject/Signatory and the User Party,
associating a specific public key with a person.

A set of rules defining the applicability of a certificate
in a community and/or in an applicai, with common
security and usage requirements.

Defined as a set of practices adopted by a Certification
Authority for issuing certificates in compliance with a
specific certification policy.

A file containing a list of certificates that have hee
revoked for a certain period of time and which is signed
by the CA.

Establishing a trust relationship between two CAs, by
exchanging certificates between the two under similar
levels of security.

The result of theransformation of a message, or any
type of data, by the private application in conjunction
with known algorithms, thus ensuring:

a) that the data has not been modified (integrity)

b) that the person signing the data is who he/she claims
(ID)

c) that theperson signing the data cannot deny having
done so (nomepudiation at origin)
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Entity Within the context of these certification policies,
company or organisation of any typdth which the
applicant has any kind of relationship.

Key pair A set consishg of a public and private key, both
related to each other mathematically.

OID A unique numeric identifier registered under the 1ISO
standardisation and referring to a particular object or
object class.

PKI A set of hardware, software and human resources
elements and procedures, etc., that a system is made up
of based on the creation and management of public key
certificates.

Policy authority A person or group of people responsible for all
decisions relating to the creation, management,
maintenance andemoval of certification and CPS
policies.

Private key A mathematical value known only to the
Subject/Signatory and used for creating a digital
signature or decrypting data. Also callsiynature
creation data

Public key A publicly known mathematical valuaused for
verifying a digital signature or encrypting data. Also
calledsignature verification data.

The CAOGs private key is to
certificates and CRLs.

Registration Authority The entity responsible for managing applications and
identification and registration of certificates.

SCDSD Secure Signature Creation Data Storage Dewice
software or hardware element used to safeguard the
Subject/ Signatoryds private Kk
control over it.

SSCD Secure Signature Creation DewicA software or
hardware element used by the Subject/Signatory for
generating digital signatures, so that cryptographic
operations are performed within the device and control
is guaranteed solely by the Subject/Signatory.
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Subject/Signatory

User Party

Within the comext of this certification practices
statement, the natural person whose public key is
certified by the CA and who has a valid private key for
generating digital signatures.

Within the context of this certification policy, the
person who voluririly trusts the digital certificate and
uses it as a means for accrediting the authenticity and
integrity of the signed document.
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2 Publication and Repository Respo

2.1 Repository

Camerfirma provides a service for consulting issued certificateseandation lists. These
services are available to the public on its webditg://www.camerfirma.com/arede-
usuario/consultale-certificados/

Query services are desigd to ensure availability 24 hours a day, seven days a week.

Policy and certification practice repository. These services are available to the public on its
website.

This information is stored in a relational database with security measures to eissiozéid
in accordance with the corresponding Certification Policy requirements.

Camerfirma publishes the issued certificates, revocation lists, and certification policies and
practices at no cost.

Camerfirma previously claims authorisation of thetiieate holder before publication of
the certificate.

2.2 Publication

2.2.1 Publication of CA information.

Camerfirma generally publishes the following information in its repository:

1 An updated certificate directory indicating the certificates issued and whi#yer t
are valid or their application has been suspended, or terminated.

9 The lists of revoked certificates and other information about the status of revoked
certificates.

The general certification policy and, where appropriate, specific policies.
Certificateprofiles and lists of revoked certificates.

The CertificationPracticesStatementand the corresponding PDBKI Disclosure
Statement

1 Binding legal instruments with Signatories and verifiers.
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Any changes to specifications or conditions of service sleatommunicated to users by the
Certification Authority, through its website http://www.camerfirma.com

AC Camerfirma shall not remove the previous version of the changed document, indicating
that it has been replaced by the new version.

External Subordiate CA certificates are published in a repository provided by AC
Camerfirma, or if applicable, in its own repository which, by contractual agreement,
Camerfirma can access.

2.2.1.1 Certification Policies and Practices.

This CPS and Policies are available to thablig on the following website:
https://policy.camerfirma.com

Subordinate CA certification policies are al
website.

2.2.1.2 Terms and conditions.

Userscan findtheserdc t er ms and conditions in Camerfir
practices. The Subject/Signatory receives information on the terms and conditions in the
certificate issuing process, either via the physical contract or the condition acceptance process

prior to submitting the application.

When the Subject/Signatory accepts the terms and conditions on paper they must be signed

in writing. If they are accepted in electronic format it is done by accepting the terms and uses
in the application form.

2.2.1.3 Distribution of the certificates.

The issued certificates can be accessed as long as the Signatory/Subject has provided consent.
Prior to issuing the certificate, the applicant must accept the uses, granting Camerfirma the
right to publish the certificate on thesbsite:

http://www.camerfirma.com/arede-usuario/consultale-certificados/

The root keys in the Camerfirma hierarchies can be downloaded from:
https://www.camerfirma.com/clavespublicas

The certificates can be viewed from a secur
address. If a Signatory with that email address is found, the system displays a padle with

the related certificates, whether active, expired or revoked. Therefore, the query service does

not allow the mass download of certificates.
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2.3 Publication frequency
AC Camerfirmapu bl i shes t he f i nimnediatetyafietttheyohevebeermr t i f i c
issued, provided the Subject/Signatory has given approval.

AC Camerfirma issues and publishresocation lists periodically in accordance with the
table shown in the corresponding section of these certification pradiid@®L | ssuance
frequencyo

Camerirma immediately publishes on its websitétps://policy.camerfirma.comAny
change to th@olicies and the CPSmaintaining a version log.

AC Camerfirma may withdraw the reference to change on the home page within 15 (fifteen)
days from the publication of the new version and insertion into the corresponding deposit.
Older versions of documents are kept for a period of at fiéestn (15) years and may be
consulted by stakeholders with reasonable cause.

2.4 Access controls to repositories

Camerfirma publishes certificates and CRLs
address is required to access the certificate directory, and anlaottcontrol must be passed
to eliminate the possibility of mass searches and downloads.

Access to revocation information and certificates issued by Camerfirma-isffcbarge.

Camerfirma uses reliable systems for the repository, so that:

1 The authentid¢y of the certificates can be checked. The certificate itself through
signature of the certification authority guarantees its authenticity.

1 Unauthorised persons cannot alter the data. The digital signature of the certification
authority protects against migulation of the data included in the certificate.

1 The applicant may or may or not authorise the publication of the certificate in the
application process.
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3l dentification and Authenticatio

3.1 Initial record

3.1.1 Types of names

The Subject/Certificate holder isestribed by a distinguished name (DdNstinguished
name Subject) pursuant to the X.501 standard. The DN field descriptions are shown in each
of the certificate profile sheets. It also includéds @ 0o mmo n chinaponend (CN =).

Profile records can be requested through AC Camerfirma customer support service on 902
361 207 or via the applicatidritps://secure.camerfirma.com/incidencias

The structure and content of theldie of each certificate issued by Camerfirma as well as its
semantic meaning are described in each profile record in the certificates.

A Natural persons: In certificates corresponding to natural persons, the
identification of the Signatory is made up witleithfull name and tax ID number.
A Legal entities: In certificates corresponding to legal entities, this identification is
via their corporate name and tax identification.
A Components or devicesThefinal entity certificates describing components
or devicesincorporate an identifying name of the machine or service, in addition
to the |l egal entity that owns the servic
A The structure foBubordinate CA, TSU, TSA, OCSReertificates includes
at least:
A A descriptive namghat identifies the Certification Authority (CN)
A The legal entity responsible for the keys (O)
A The tax ID number of the organisation responsible for the keys
_ (Organizationldentifiey
A The country where the company responsible for the keys carries out the
activity. (C)
A Depending on the type of certificate, tBecure Servercertificate includes
the FQDN Fully Qualified Domain Nanmje domain on which the

organi sation A0O0 described in the cert
The ROOT certificates have a deggtive name that identifies the Certification
Authority:

CHAMBERS OF COMMERCE ROOT 20160r
GLOBAL CHAMBERSIGN ROOTi 2016

The (O) field contains the name of the organisation responsibta the
Certification Authority:AC CAMERFIRMA SA.
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3.1.2 Need fornames to be meaningful

All Distinguished Names must be meaningful, and the identification the attributes associated
to the subscriber should be in a human readable foem.7.1.4 Name Format

3.1.3 Pseudonyms

The acceptance or not of pseudonyms is dealt with in each certification policy. If they are
allowed, Camerfirma will use the Pseudonym with the CN attribute of the
Subject/ Signatorybés name, keeping the Subjec

Thepseudonym in certificates in which it is allowed is calculated in such a way that the real
certificate holder is unmistakably identified

3.1.4 Rules used to interpret several name formats

Camerfirma complies with the ISO/IEC 9594 X.500 standard.

3.1.5 Uniqueness of mmes

Within a single CA, a Subject/Signatory name that has already been taken cannot be re
assigned to a different Subject/Signatory. This is ensured by including the unique tax
identification code to the name chain distinguishing the certificate holder.

3.1.5.1 Issuance of several natural person certificates for the same certificate
holder

Under this CPS, a Signatory may request more than one certificate provided that the
combination of the following values in the request is different from a valid certificate:

TAX ID Company tax ID

TAX I D Natur al personb6s tax identifier
Certificate Type (Certificate Policy Identifier OID).

Certificate media. (Software, Card, Cloud)

As an exception, this CPS can issue a certificate when the Corporate Tax ID No.,
Personal @x ID No., type or media matches an active certificate, provided there is a
differentiating factor between them in the positiotitlg) and/or department
(organizationalUnij fields.

3.1.6 Recognition, authentication and function of registered trademarks and
other distinctive symbols

Camerfirma does not assume any obligations regarding issuing certificates in relation to the
use of trademarks or other distinctive symbols. Camerfirma deliberately does not allow the
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use of a distinctive sign on the Subject/Signatbat does not hold usage rights. However,
Camerfirma is not required to seek evidence about the rights to use trademarks or other
distinctive signs prior to issuing certificates.
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3.1.7 Name dispute resolution procedure

Camerfirma is not liable in the case mdme dispute resolution. In any case, hames are
assigned in accordance with the order in which they are entered.

Camerfirma shall not arbitrate this type of dispute, which the parties must settle directly
between themselves.

Camerfirma complies witkection 2.4.4 of this CPS.
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3.2 Initial Identity Validation

Identity verification does not differentiate between certificates in different hierarchies, it is
associated with the type of certificate issued.

To properly identify the Applicant's identity, tkeatity and their relationship, Camerfirma
establishes the following requirements through the RA:

3.2.1

Methods of proving private key ownership.

Camerfirma uses various circuits for issuing certificates in which the private key is managed
differently. Either tle user or Camerfirma can create the private key.

The key creation method used is shown in the certificate, through the Policy ID and the
Description attribute in the certificate DN field. These codes are described in the
corresponding policies and in thertificate profile records.

a)

b)

3.2.2

Keys created by Camerfirma.

In software: They are given to the Signatory in person or by mail via protected files,
using StandarBKCS#12 The security process is guaranteed because the access code
to the file PKCS#12 that enables its installation in applications is delivered by a
different method to that used for receiving the file (email, phone).

In Hardware: The keys can be delivered by Camerfirma to the Subject/Signatory,
directly or through a registration authority anqualified signature creation device
(QSCD).

Keys created by the Signatory.

The Signatory has a key creation mechanism, either software or hardware. Proof of

ownership of the private key in this case is the request that Camerfirma receives in
PKCS#10format.

Entitydés 1D

Prior to the issuance and delivery of an organisation certificate, data relating to the
incorporation and legal status of the entity must be authenticated. The RA requests
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the required documentation depending on the type of emtigler to identify it. This
information is published in the RAG6s oper e

http://www.camerfirma.com/index/buscaedocumentos.php

For entites outside of Spanish territory, the documentation that must be
provided is that of the Official Registrar of the country concerned, duly
apostilled where the existence of the entity in that country is indicated.

In the issuance of OV/EV SSL componenttifieates, the existence of the

entity can be checked by accessing the following public registries
(www.registradores.org www.rmc.es), Camerdataw(w.camerdata.@s

Informa (vww.informa.e$} or the Spanish Tax Office databases
(www.aeat.ep . EV must incontrovertibly ver:i
checked by accessing the commercial registry or other business activity
registers. For entities outside of Spanish territory, the documentation that

must be provided is that of the Offici@egistrar of the country concerned,

duly apostilled where the existence of the entity in that country is indicated.

In addition:

1 It must be checked that the submitted data or documents are
not older tharone year

1 That the organisation has legally egtfor a minimum of
one year

1 Certificates cannot be issued for eliminated companies in
countries where there is a government ban on doing business.

In Public administrations: The documentation proving that the public
administration, public body or publientity exists is not required because
this identity is part of the General State Administration or other State Public
Admini strationds corporate scope.

3.2.3 Subject/Signatory Identification

The Subject or Signatory natural person (or alternativelessribed in the elIDAS)
when this person is also the Applicant, o
legal entity, is required to present one of the following documents:

- National Identity Document.
- Residence card.
- Passport.

- Apostille for identfication documents of applicants outside of Spanish
territory.

54


http://www.camerfirma.com/index/buscador-documentos.php
http://www.registradores.org/
http://www.camerdata.es/
http://www.informa.es/
http://www.aeat.es/

Physical presence is not required for these certificates in the cases established in
elDAS.

http://www.camerfirma.conwidex/buscadedocumentos.php

In the case of a representative of the Subject/Signatory, submission of an
authorisation signed by a representative of the entity, who will act as the Applicant.
For entities outside of Spanish territory, the document acurgdite representative
capacity of the person signing the authorisation shall be issued duly apostilled, to
verify the accuracy of the documentation.

3.2.3.1 Proof of relationship

Certificate type Documentation

Legal Entity Representative wil
general powers akpresentation Evi dence on t he
representation powers with respect to
Representative of an entity withol entity, by providing documentatio
legal status with general powers | showing their powers of representatic
representation. depending on the type of entity. Th
I nformati on i s p Y
Legal Entity Representatve fioper ating manual s
procedures  with  the  Publ| website.

Administrations

Representative of a Neergal Entity
for procedures with the Publ
Administrations

Legal Entity Representative for Leg
Representatives

Representative of a Ndregal Entity
for Legal Representatives

Usually, an authorisation signed by f
Corporate entity's Legal Representative.
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Certificate type

Documentation

Digital Seal

Authorisation to request the certificate
someone with sufficient power ¢
representation for the signing entity.

Certificate or query from the Compani
Registry to check the incorporation a|
legal status of the entity and t
appointment and term obffice of the
authorising person.

Public employee/Office and Seal

The identity document of the person w
Is acting on behalf of the Publ
Administration, public body or entity i
required. The responsib
Applicant/person shall be identified by t
RA with his/her ID and authorisation fro
the responsible person, indicating that i
a public employee or appointment in
Oof ficial State Gai
Tax ID No. appears.
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Certificate type

Documentation

Server

Domain control by the Signatory entit
Camerfirma chdcs that the data found |
the WHOIS Internet service match t
entityos i nf or mat
request.

It may be that the domain is assigned
the registrarodos d
responsible for its management. In t
case, the following isequired so that th
data of the last owner of the doma
appears in the certificate:

1. An authorisation for issuing th
certificate.
2. A communication from  thg
organisation or person who contrg
the domain registration indicating th
circumstance.

For EV certificates, the certificat
issuance guidelines require a distinctior
be made between different types
organisations  (private, = governme
business). In these cases, the appli
specifies the type of entity to which he/s
belongs on the applidgah form. The
registration authority checks that t
information is accurate. The certifica
includes this information as defined in t
reference certification policies.

The certificates issued with SAN (Subjé
Alternative Name) extension. The abg
procedures should be carried out for e
of the domains included in the certifica
The certificate cannot be issued if any|
them do not meet establish
requirements.
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Certificate type Documentation

Authorisation to request the certificate
someone with sufficient power f(
representation for the signing entity.

CodeSign Certificate or query from the Compani
Registry to check the incorporation a
legal status of the entity and t
appointment and term of office of t
authorising person.

Authorisation to request the céitate by
someone with sufficient power ¢
representation for the signing entity.

TSU Certificate or query from the Compani
Registry to check the incorporation a|
legal status of the entity and t
appointment and term of office of t
authorising person.

3.2.3.2 Service or Machine Identity

The existence of the domain or IP address. This is checked by accessing the WHOIS
Internet domains. The use of a domain name or private IP addresses is allowed but
obsolete (and will be prohibited after October 2016, which is why Camerfirma
stopped issuingertificates of this kind fromk November 2016In any case, issued
certificates of this type are revoked if their expiry date is &ietober 201§. The
customer is notified of this before the certificate is issued.

Domain information is taken from tA&HOIS service of the registrar of the
domain for which the rules established in the ccTLD or gTLD are applied.
Checked by accessing the WHOIS Internet domains:

http://www.internic.net/whois.html
http://www.networksolutions.com
http://en.gandi.net

http://www.interdomain.es
https://www.nic.eg.esdomaing
http://www.eurid.el(.eudomaing
http://www.nic.coop/whoissearch.asppgoopdomain$
http://www.nominalia.com

http://www.arsys.es

E
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Camerfirma notify the domain contact, sending a random value by email and
then receiving a confirmgiresponse utilizing the Random Value.

When the request for issuance is for a secure server or digital office certificate,
PKI Platform will examine the registration of the authorised CAs, CAA,
pursuant to RFC 6844, and if those CAA records are presemtcanot allow
Camerfirma to issue those certificates because they are not registered,
Camerfirma will not issue such a certificaBamerfirmawill allow applicants

to resubmit the application once this situation has tsved The customer

must modify his/her domain's data to allow Camerfirma to issue such a
certificate.

Camerfirma use the following label in the DNSAA recordfii ssueo
Ai ssewil do

ficamer domxr ma .

3.2.3.3 User identification considerations for senior management roles.

Camerfirma usespecial procedures for identifying senior management positions in
companies and administrations for issuing digital certificates. In these cases, a registry
operator goes to the organisationdbs premis
certificate hotler. For the relationship between the certificate holder and the organisation
represented in public administration, the publication of the positions in official state
gazettes is often used.

3.2.3.4 Considerations in identifying users and associations in the puibl
Administration

There are aspects to consider regarding registration authorities in public administration
and operated by public employees; the latter are considered notaries to guarantee the
relationship between a public employee requesting the catéfand the entity to which
he/she is associated. In these cases, compiling the documentation that forms part of the
record can be simplified.
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3.2.4 Non-verified subscriber information

Il tds not al | oweerdi ftioe d nicn fuodremantoi md anceriificatet he @ Su'lt

3.2.5 In RA operator certificates (natural person)

Firstly, it is checked that the applicant h
that the data i1s identical to that of the R
to thatwhich belongs to the operator. The Corporate Tax ID No. is checked to ensure it is
associated with the organisation and that the mail associated with the certificate is an email

from the organisation.

3.2.6 Special considerations for issuing certificates outsalof Spanish territory

Aspects related to the identity documentation of natural persons, legal entities and
associations between them in the different countries where Camerfirma issues certificates.
The documentation required for this is that which is llgggpplicable in each country
provided that it allows for compliance with the obligation of the corresponding
identification pursuant to Spanish law.

PERU
ANDORRA
COLOMBIA
MEXICO
UK
FRANCE

E R N

3.3 Identification and authentication for rekey requests

3.3.1 Identification and authentication for routine re-key

Once a certificate has been rendered invalid, it cannot be renewed automatically. The
applicant must start a new issuance procedure.

Exception When the renewal takes place on final entity certificates due to a certificate
replacement process or an issuing erroraoloss the certificate can be renewed following
a revocation, as long as it shows the current situation. The supporting docummentati

submitted to issue the replaced certificate is reused and the physical presence is no longer
required, if this were necessary due to the type of certificate. Camerfirma updates the humber
of years since the last physical presence to the status ofrifecate being replaced, just
as if this process had been the result of an ordinary renewal.
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3.3.2 Identification and authentication for re-key after revocation

3.4 ldentification and authentication for revocation request

The method for submitting revocation regtseis established in section 4.8 of this document
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4 Certi f iccyactlee loipfeer at i onal requir el

AC Camerfirma uses its STATUS platform for certificate lifecycle management. This
platform allows the application, registration, publication and revocaticadl certificates
issued.

4.1 Certificate request

4.1.1 Who can submit a certificate application

A certificate application can be submitted by the subject of the certificate or by an authorized
representative of the subject.

4.1.2 Enrollment process andresponsibilities

4.1.2.1 Web forms.

Certificate requests are submitted via the application forms at the address or by sending the
applicant a link to a specific form.

http://www.camerfirma.com/certificados/

The website contains the forms required to apply for each type of certificate that Camerfirma
distributes in different formats and the signature creation devices, if they are required.

The form allows for the inclusion of a CSR (PKCS#11) if the usectezged the keys.

After confirmation of the application data, the user receives an email sent to the account
associated with the certificate application containing a link to confirm the application and
accept the terms of use.

Once the application is cbrmed, the Signatory is informed of the documentation to be
submitted in a registry office for this purpose and to comply with the physical identification
requirement, if applicable.

Applications for Subordinate CA and TSA certificates must be made ligrtheough the
application for a sales quotation and be subsequently incorporated into the application forms
on the STATUS platform.

4.1.2.2 Batches.

The STATUS platform also allows batch request circuits. In this case, the applicant sends the
RA aflewthastuct ure designed by Camerfirma cont a
RA uploads these requests in the management application.
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4.1.2.3 Applications for final -entity certificates in HSM, TSU and Subordinate CA.

Applications for issuing certificates in HSM, TSU ®Subordinate CA are made through a
sales quotation at a sales atg#p://www.camerfirma.com/camerfirma/localizacion

AC Camerfirma reserves the right to send an internal or external atalierify that the
development of the key creation event complies with certification policies and associated
practices.

When the customer generates the cryptographic keys in an HSM device using its own
resources and requests a certificate on hardwaree@irma collects the necessary evidence,
for which it requests the following documents:

1 Statement from the applicant indicating that the keys have been generated
within a hardware device and/or a technical report from a third party (service
provider) cetifying this process. AC Camerfirma provides the statement
forms for Signatories and third parties.

1 Records from key creation events indicating:

The process followed to create the keys

The people involved

The environment in which it was created

The HSMdevice used (model and make)

Security policies employed: (size of keys, key creation
parameters, exportable/not exportable and any other relevant
information)

The PKCS#10 request generated

Any incidents and solutions.

> > > >

> >

1 Device specifications: The technicdata sheet of the devices may be
acceptable.

This information is included by the RA into the media documentary record for issuing the
certificate.

For each type of certificate, the Signatory must accept the terms and conditions of use
between the Sigmary, the registration authority and the certification authority. This is
carried out by manually signing a contract or accepting the terms and conditions displayed
on a website before creating and downloading the certificate.

4.1.2.4 Applications via Web Service{WS) layer.

In order to integrate third party applications in the Camerfirma certificate management
platform, a Web Services (WS) layer has been created that provides certificate issuance,
renewal and revocation services. Calls to these WS are signed oetttificate recognised

by the platform.
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The fAblindo i ssuance of such certificates me
beginning the issuance by means of this system, there must be a favourable Camerfirma
technical report, a contractere the registration authority agrees to maintain the system in
optimum security conditions and to notify Camerfirma of any change or incident. In addition,

the system is subject to annual audits to verify the following:

1. Documentary records of certifies issued

2. That the certificates are being issued under the guidelines established by the
certification policies and this certification practices statement under which they are
governed.

4.1.2.5 Cross certification request
Camerfirma does not have any crosstification process established at this time.

4.2 Processing theertification request.

4.2.1 Performing identification and authentication functions

Once a certificate has been requested, the RA operator, by means of access to the
management platform (STATUShall verify that the information provided is consistent.

The operator of the platform has an internal management certificate issued for these
operations and that is obtained after a training and evaluation process.

The certificate used by the registyyavator is considered a multictor access used not only

for access to the PKI management platform (STATUS) but also to approve each request for
issuance of a certificate by making an electronic signature

4.2.2 Approval or rejection of certificate applications

The registry operator views the requests pending processing and those that have been
assigned.

The RA operator waits for the Subject/Signatory to present the corresponding documentation.
If the information is not correct, the RA rejects the requeshelfdata is verified correctly,

the Registration Authority approves issuance of the certificate by means of digital signature
with its operator certificate.
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4.2.3 Time to process certificate applications

Applications via web services are processed as soomagaté received authenticated with
a certificate previously recognised by Camerfirma.

4.3 Certificate issuance

4.3.1 CA actions during certificate issuance

4.3.1.1 Certificates via Software:

Once the application is approved, the Signatory receives an email with
notification of this fact and can generate and download the certificate. The
product code provided with the contract and an installation code sent in a
separate email together with a revocation code is required to install it.

8 8 o

(CUSER ) C = ) (Cs1atUs

— 1. Complete
appacation fomm »

2. Email sent 10 confirm the request
Communication wnl:mmq’_-—-_-_

",/”—Hd instructions and registry offices

3. Confirmation of ihe request and
acceptance of the conditions of use™
Trom the link received in the email P—‘_\\__’
4, REquest conBimied "
= and communication
t————'—'-__'_______- of the downioad code
--“-.‘_
5. Request an appoiniment with
the registration authority
&, Appointment

7. Attengance at the
MegEEation auhanty

8. Validation of the certificale issue

_,_!___:::*
4.2 Email sent with downiGaT ink
\\‘ 10. Access 1o the downioad link
——_

1. Download th centificate with the download code +

4—————"_'____ email sent with revocation and installation code +

Installation instructions

Installation on
he equipment

Reference documenrty-200803-01-Generation_certs_software
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4.3.1.2 Certificates via HW (Secure Signature Creation Device):

4.3.1.2.1Cryptographic Card or Token.

a &

—
(Cuser ) ) (" sTaTUS

e 1, Complete

2. Email sent to confirm the request
Communication containing = |
- Instructions and regisiry offices

(P

-—

3, Confirmation of the reguest and
acceptance of the conditions of use |
from the Bnk recaived in the email

| 4 Request confirmed ——————

5 Reguest an appointment with
i regisiration authoaty

. Appointment
confirmation

7. Attendance atthe
registration authority

—_—

—
8. Valitation of the certificate issue
and download on the device

D
I——

QS

9. Emad sent with e card's
PIN and PUK

— 10. Delivery of the device

The user receives the signature device
offices.

The Registration Authority operatonooses which security card to use to create

the keys. For this purpose, the operat
CSP (Cryptographic Service Provider). AC Camerfirma currently allows several

types of USB cards and tokens, all SSCD certified (eBignature Creation

Device).

For cards by default (sent by Bit4ld) the Signatory receives the cryptographic
device access code and unlocking code, as well as a revocation key, via the
associated email account. Other PIN/PUK management cards are olithiele
scope of this document.
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4.3.1.2.2Requests via WSRequests can be received via duly signed calls to the
STATUS application WS services layer pursuant to section 4.1.4.

4.3.1.3 EV Secure server certificate

In accordance with the specific policies for EV secure sepestificates, these
certificates require the physical presence of the applicant or an approved third party. The
RA administrator must verify the service payment, the related documentation and the
Subject/ Signatorybés identity.

The certification policieor issuing SSL EV certificates to those that adhere to this CPS

( @A/Browser Forum Guidelines for Issuance and Management of extended validation
certificate® ) , require that each EV certificate i
people. The procene followed to validate these certificates guarantees double
verification, as follows:

1 Operator validation of the registration of administrative details and physical
presence and delivery of documentation and authorisations.

1 Once this procedure is comfde the AC Camerfirma internal audit
department checks the documentation and proceeds with the final certificate
validation and issuance.

Signatories can use their own resources to create the keys in a cryptographic device and
deliver the request to Camienha in PKCS#10 format to issue the certificate. In the event
that the certificate was issued under the HSM hardware device format, evidence of this
is requested as described in section 4.1.3 of this document.

If Camerfirma creates the private key, onlce RA operator has approved the request,
the following is sent to the Subject/Signatory:

V A link to the web page where the certificate is created in PKCS#12
format.

V A password is required to install the keys and certificate on the
Signatoryds computer.

V The Subject/Signatory also requires a download code supplied by the
application during the application process to obtain the keys and
certificate.

If the Signatory generates the key, Camerfirma sends the user a certificate in PKCS#7
format.

4.3.1.4 Certificates for encryption.

Under these certification practices, encryptamly certificates are issued for hidgavel
Public Administration employees.
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4.3.1.5 Subordinate CA Certificates:

Subordinate CA certificates are issued in a Subordinate CA certificate issuancm event
AC Camerfirmadés facilities i n a secure eny
internal auditor.

4.3.1.6 TSU certificates:

TSU certificates are issued in a certificate issuing ceremony in a secure environment by
trusted personnel.

4.3.2 Notification to subscriber by the CA of issuance of certificate

In the final entity certificates issued by Camerfirma, an email notification is sent to the
applicant indicating the request's approval or denial.

Intermediate or root entity certificates are issued in a key ceremmhgubsequently
delivered to the certificate holder.

4.4 Certificate acceptance.

4.4.1 Conduct constituting certificate acceptance

Once the certificate has been delivered or downloaded, the user has seven days to verify that
it has been issued correctly.

If the cetificate has not been issued correctly due to technical problems, it is revoked and a
new one is issued.

4.4.2 Publication of the certificate by the CA

Certificates issued are published athttp://www.camerfirma.com/arede-
usuario/consultale-certificados/

Camerfirma distributes its Root certificates on its website:
http://www.camerfirma.coareade-usuario/descargde-clavespublicas/

Camerfirma issues its Subordinate CA certificates on its website:
http://www.camerfirma.com/arede-usuario/jerarquigoliticasy-practicasde-
certificacion/

Camerfirma distributes its OCSP cetrtificates on its website:
http://www.camerfirma.com/servicios/respondedosp/
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Camerfirma distributes its TSA certificates on its website:
http://www.camerfirma.com/servicios/sellade-tiempo/

4.4.3 Notification of the issuance to third parties

AC Camerfirma provides a system for querying the status of certificates issued, on its

websitehttp://www.camerfirma.com/arede-usuario/consultale-certificados/ Access

this page is free.

In some cases the national supervisor is required to send the certificates and CRL issued
by the provider on a regular basis.

In the case of SSL EV certificates, notification is sent to various accredited registration
services prioto issuing the certificate. Google requires this for recognition of SSL EV
certificates ina processcallédCer t i f i cat e.

4.5 Key pair and certificate usage

4.5.1 Subscriber private key and certificate usage

The CA makes all reasonable efforts to confi

The key usage limitation is defined in the certificate content in the extenkmyidsage

extendedKeyUsagmdbasicConstraints

t hat

t he
for the purposes of generating certificates and signing CRLSs.

CAb s

S

CA

Key Usage

Extended Key Usage

Basic Constraints

CHAMBERS OF COMMERCE ROOT i 2016

critical, cRLSign,

critical,CA:true

Quallified Citizen Certificate

digitalSignature,

contentCommitment,

keyEncipherment

emailProtection
clientAuth

critical,CA:false

CHAMBERS OF COMMERCE ROQOT i 2018 | keyCertSign

AC CAMERFIRMA FOR NATURAL critical, cRLSign, emailProtection critical CA:true. pathlen:2

PERSONS- 2016 keyCertSign clientAuth AdIUE, ’
critical,

Qualified Corporate Certificate

critical,
digitalSignature,

contentCommitment,

keyEncipherment

emailProtection
clientAuth

critical,CA:false

Qualified Certificate for a Legal Entity
Representative with general powers of
representation

critical,
digitalSignature,

contentCommitment,

keyEncipherment

emailProtection
clientAuth

critical,CA:false

Qualified Certificate for a Representative of a
Non-legal Entity with general powers of
representation

critical,
digitalSignature,

contentCommitment,

keyEncipherment

emailProtection
clientAuth

critical,CA:false

Qualified Legal EntityRepresentative Certificate
for procedures with the Public Administrations

critical,
digitalSignature,

contentCommitment,

keyEncipherment

emailProtection
clientAuth

critical,CA:false
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CA Key Usage Extended Key Usage Basic Constraints
Quialified Certificate for a Representative of a CI.’ItI.Ca|,‘ . .
- > ) digitalSignature, emailProtection " .
Non-legal Entity for proedures with the Public . - critical, CA:false
contentCommitment, | clientAuth

Administrations

keyEncipherment

Qualified Legal Entity Representative Certificaty
for Legal Representatives

critical,
digitalSignature,
conentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Quialified Certificate for a Representative of a

critical,
digitalSignature,

emailProtection

critical, CA:false

Non-legal Entity for Legal Representatives contentCommitment, | clientAuth

keyEncipherment
QUalIerd Public Employee Signature Certificatq critical, ) ) critical,CA:false
High Level. contentCommitment

Public Employee Authentication Certificate. Hig
Level.

critical, digitalSignatureg

emailProtection
clientAuth

critical,CA:false

Public Employee Encrypted Certificate High
Level.

critical,
keyEncipherment,
dataEncipherment

emailProtection
clientAuth

critical,CA:false

Public Employee Qualified Certificate. Mid Levg

critical,
digitalSignature,

emailProtection

critical,CA:false

contentCommitment, | clientAuth

keyEncipherment
Quialified Public Employee Certificate with critical, ) " .
Signature Pseudonym. High Level. contentCommitment critical,CA-false

Public Employee Certificate with Signature
Authentication. High_evel.

critical, digitalSignature

emailProtection
clientAuth

critical, CA:false

Public Employee Certificate with Encrypted
Pseudonym. High Level.

critical,
keyEncipherment,
dataEncipherment

emailProtection
clientAuth

critical,CA:false

Qualified PublicEmployee Certificate with
Pseudonym. Mid Level.

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

AC CAMERFIRMA FOR LEGAL PERSONS

critical, cRLSign,

emailProtection

critical,CA:true, pathlen:2

-2016 keyCertSign clientAuth
critical,
. . - digitalSignature, emailProtection " .
Quialified Digital Seal Certificate contentCommitment, | clientAuth critical, CA:false

keyEncipherment

Digital Seal Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Public Administrations Digital Seal Certificate.
High Level.

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Public Administration®igital Seal Certificate.

critical,
digitalSignature,

emailProtection

critical,CA:false

Mid Level. contentCommitment, | clientAuth
keyEncipherment

AC CAMERFIRMA FOR WEBSITES i 2016 | critical, cRLSign, - . .

AC CAMERFIRMA FOR WEBSITES -2018 | keyCertSign serverAuth critical CA:true, pathlen:2
critical,

OV Website Certificate digitalSignature, serverAuth critical, CA:false
keyEncipherment
critical,

Qualified EV Website Certificate digitalSignature, serverAuth critical, CA:false
keyEncipherment

Qualified DigitalOffice Certificate- High Level- | Stical »

EV dlgltaIS!gnature, serverAuth critical, CA:false
keyEncipherment

Qualified Digital Office Certificate Mid-level- | S1tical »
digitalSignature, serverAuth critical, CA:false

EV

keyEncipherment
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CA Key Usage Extended Key Usage Basic Constraints
s - ) . . critical,
8{1/a||f|ed Digital Office Certificate- Mid-level- digitalSignature, serverAuth critical, CA:false
keyEncipherment
s - ] - . critical,
8{1/a||f|ed Digital Office Certificate Mid-level - digitalSignature, serverAuth critical, CA:false
keyEncipherment
AC CAMERFIRMA CODESIGN i 2016 critical, cRLSign, codeSigning critical, CA:true, pathlen:2

keyCertSign

Qualified CodeSign Certificate

critical, digitalSignaturg codeSigning

critical, CA:false

Qualified EV CodeSign Certificate

critical, digitalSignaturg codeSigning

critical,CA:false

AC CAMERFIRMA TSA -2016

critical, cRLSign,

timeStamping

critical,CA:true, pathlen:2

keyCertSign
critical, critical,timeStampin critical, CA:false
TSU Qualified Certificate contentCommitment ' ping T
critical, . . . - .
TSU certificate contentCommitment critical,timeStamping | critical, CA:false
critical, cRLSign, . .
GLOBAL CHAMBERSIGN ROOT -2016 keyCertSign - critical,CA:true
critical, cRLSign, ) " . .
AC CAMERFIRMA -2016 keyCertSign critical,CA:true, pathlen:2
AC CAMERFIRMA GLOBAL FOR critical, cRLSign, emailProtection " . .
NATURAL PERSONS - 2016 keyCertSign clientAuth critical, CActrue, pathlen:1
critical,
Citizen certificate d|g|ta|S|gnatU(e, emanProtectlon critical, CA:false
contentCommitment, | clientAuth

keyEncipherment

Corporate certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Legal Entity Representative Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical, CA:false

Non-Corporate Entity Representative Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

AC CAMERFIRMA GLOBAL FOR LEGAL

critical, cRLSign,

emailProtection

critical,CA:true, pathlen:1

PERSONS- 2016 keyCertSign clientAuth

critical,
- - digitalSignature, emailProtection " .

Digital Seal Certificate contentCommitment, | clientAuth critical, CA:false
keyEncipherment

AC CAMERFIRMA GLOBAL FOR critical, cRLSign, - . .

WEBSITES - 2016 keyCertSign serverAuth critical,CA:true, pathlen:1
critical,

EV Website Certificate digitalSignature, serverAuth critical, CA:false

keyEncipherment

AC CAMERFIRMA GLOBAL TSA'T 2018

critical, cRLSign,
keyCertSign

timeStamping

critical,CA:true, pathlen:1

Globla TSU Certificate

critical,
digitalSignature,
keyEncipherment

critical:timeStamping

critical,CA:false

critical, cRLSign,

AC CAMERFIRMA COLOMBIA -2016 keyCertSign - critical, CA:true, pathlen:2
critical, cRLSign, emailProtection . . .

AC CITISEG -2016 keyCertSign clientAuth critical, CA:true, pathlen:1
critical,

Academic Community Certificate d|g|ta|S|gnatur'e, emanProtectlon critical, CA:false
contentCommitment, | clientAuth

keyEncipherment

Public Official Certificate

critical,
digitalSignature,

emailProtection
clientAuth

critical,CA:false
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CA

Key Usage

Extended Key Usage

Basic Constraints

contentCommitment,
keyEncipherment

Legal Entity Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Natural person certificate

critical,
digitalSignature,
contetCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Contractual Relationship Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical, CA:false

Qualified Professional Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Company Representative Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

AC CAMERFIRMA PERU -2016

critical, cRLSign,

critical, CA:true, pathlen:2

keyEncipherment

keyCertSign
AC CAMERFIRMA PERU CERTIFICATES - | critical, cRLSign, emailProtection critical CAtrue. pathlen:1
2016 keyCertSign clientAuth AIUE, P '
critical,
Certificate for a natural person linked to a digitalSignature, emailProtection " .
- - critical,CA:false
company contentCommitment, | clientAuth

Legal Representative Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Legal Entity Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Digital Invoicing Certificate

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtetion
clientAuth

critical,CA:false

Physical Person Certificate (Certificates for
individuals)

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Electronic Invoice Certificate (Certificates for
natural persons)

critical,
digitalSignature,
contentCommitment,
keyEncipherment

emailProtection
clientAuth

critical,CA:false

Although data encryption with certificates is technically possible, Camerfirma ig
responsible for any resulting damages should the holder not be able to retrieve the
key required to decipher the information, except in the certificate issuelgl &ml this use.

5 not
private
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4.5.2 Relying party public key and certificate usage

Relying parties must access and use the public key and certificate as stipulated in this CPS
and as indicated in the fARelying Party Agree

4.6 Certificaterenewal

4.6.1 Circumstance for certificate renewal
Subordinate CA certificates are not renewed automatically; they must be issued in a new

procedure based on prior planning, ensuring that the life of the certificate is always longer
than the maximum validity period of certificates isswader its hierarchical branch.

RA Operator certificates are renewed every year as long as there is no proof that the entity
has ceased to be an RA operator.

TSU certificates are issued for a period of six years with a private key use of one year, which
are renewed annually.

ROQOT certificates are issued in a new procedure through a process created for this purpose.
OCSPcertificates are issued periodically and no renewal processes are established.

4.6.2 Who may request renewal

In certificates where renewas iallowed, the holder is authenticated on the basis of the
certificate to be renewed.

4.6.3 Processing certificate renewal requests

Before renewing a certificate, Camerfirma checks that the information used to verify identity
and other data of the Signatory ahd key holder is valid.

Under these practices, i f any of the Signatotl
record must be made and issued pursuant to the relevant sections in this document.

Camerfirma always issues new keys to renew certificates. Therefore, the technical process
of issuing the certificate is the same as the process for submitting a new application.

In the case of renewal afualified certificates of a natural person's final entity, the
certificate can be issued without physical presence up to a periive gearsfrom the last

record of physical presence. Once the established period has lapsed, the Signatory must
repeat the same physical issuance process as for theduance. Under these practices, if
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five years has not transpired at the time the certificate is renewed, the certificate holder's
physical presence is not required.

Camerfirma gives the Signatory four warnings that the certificate is about the exmleg/$30
15 days, seven days, one day) via email.

The renewal process can be initiated from the Camerfirma website
http://www.camerfirma.com/arede-usuario/renovaciode-certificados/ A valid (not
revoked) certificate is required to complete the renewal process.

1 Once the certificate being renewed has been identified, the application gives the
Signatory the old certificate details and requests confirmation. The application allows
the Signatory to change the email address assigned to the certificate. If other
information included in the certificate has changed, the certificate must be revoked
and a new one issued.

1 Therequestisincluded in the RA application. Once the operator has checked the data,
the CA is requested to issue the certificate.

1 As a general ruleCamerfirma issues a new certificate, taking the expiry date of the
certificate being renewed as this new certificate's start date. In some cases, certificate
renewal with the date at the same time of renewal, subsequently revoking the
certificate to be rezwed, is allowed in the emission processes through web services.

Technical certificates (secure server, corporate seal and CodeSign) cannot be renewed; the
process for issuing a new certificate must be followed.

4.6.4 Notification of new certificate issuance® subscriber

The notification of the issuance of a renewed certificate it will occur as described in section
4.3.2 of this document.

4.6.5 Conduct constituting acceptance of a renewal certificate

As stipulated in section 4.4.1 of this document.

4.6.6 Publication of the renewal certificate by the CA

As stipulated in section 4.4.2 of this document.

4.6.7 Notification of certificate issuance by the CA to other entities

No stipulation
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4.7 Key Renewal

This is the usual procedure for renewing Camerfirma certificates, by whitte gdtocesses
described in this section refer to this renewal metaanerfirma does not allow certificate
renewal without key renewal.

4.8 Certificate modification

Any need for modification to certificates requires a new application. The certificate is
revoked and a new one issued with the corrected data.

If it is a certificatereplacement processit is considered to be a renewal and thus counted
when calculating the years of renewal without physical presence as required by law.

The certificates may bmodified as renewal when the attributes of the Signatory or key
holder that form part of the uniqueness control provided for this policy have not changed.

If the modification request is made within the ordinary period for renewal of the certificate,
it is renewed instead of modified with prior revocation of the certificate to be modified.

4.9 Certificate suspension and revocation.

Revocation refers to any change in a certifi
to any reason other than @gpiry.

Suspension, on the other hand, refers to revocation with cause for suspension (i.e. a specific
revocation case). A certificate is revoked until it is decided whether it should be revoked
definitively or activated.

Rendering a digital certificaiaevalid due to revocation or suspension becomes effective for

third parties as soon as notice of the termination has been given in the certification service
providerds certificate validity query servic
query the OCSP service).

The reasons for suspending a certificate are defined in the specific certification policy.

AC Camerfirma maintains the certificates on the revocation list until the end of their
validity. When this occurs, they are removed frorhet list of revoked certificates.
Camerfirma will only eliminate a certificate from the revocation list in either of the following
situations:

1 Certificate expired
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1 Certificate revoked due to suspension, and once reviewed it is concluded that there
are no rasons for it to be revoked definitively.

However, Camerfirma maintains the information about the status of an expired certificate in
its databases and it can be accessed via the OCSP service.

Revoked certificates cannot be reinstalled under these gsctic

The OCSP response for a revoked certificate when it expires maintains the revoked status
and its cause.

Due to the different natures of the OCSP and CRL services, in the case of obtaining different
responses for an expired certificate, the respgivan by the OCSP shall be maintained as
a valid response.

For Camerfirma, the consultation service for the status of a primary certificate is the one
offered by OCSP.

4.9.1 Causes for revocation and documentary proof

The reasons for revoking a certificate dedined in the specific certification policy.
As a general rule, a certificate will be revoked where:

Any of the details contained in the certificate are amended.

Errors or incomplete data detected in the data submitted in the certificate request or
thereare changes to the circumstances verified for issuing the certificate.

1 Failure to pay for the certificate.

T
T

Due to circumstances affecting key or certificate security.

1 The private key or infrastructures or systems belonging to the Certification Authority
that issued the certificate are compromised, whenever this incident affects the
accuracy of the issued certificates.

1 The Certification Authority has breached the requirements in the certificate
management procedures established in this CPS.

1 The security ofthe key or certificate belonging to the Signatory or person/entity
responsible for the certificate is compromised or suspected of being compromised.

1 There is unauthorised third party access or use of the private key of the Signatory or
person/entity respsible for the certificate.

1 There is misuse of the certificate by the Signatory or person/entity responsible for the
certificate or failure to keep the private key secure.

Due to circumstances affecting the security of the cryptographic device
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1 Security & the cryptographic device is compromised or suspected of being
compromised.

There is loss or disablement due to damage to the cryptographic device.

There is unauthorised third party access to the activation details of the Signatory or
person/entity respaible for the certificate.

= =4

There are circumstances that affect the Signatory or person/entity responsible for the
certificate.

1 The relationship is terminated between the Certification Authority and the Signatory
or person/entity responsible for the déctte.

1 There are changes to or termination of the underlying legal relationship or cause for
issuing the certificate to the Signatory or person/entity responsible for the certificate.

1 The applicant breaches part of the requirements established for negjuibst
certificate.

1 The Signatory or person responsible for the certificate breach part of their obligations,
responsibility and guarantees established in the legal document or in this Certification
Practices Statement.

1 The sudden incapacity or death bétSignatory or person/entity responsible for the
certificate.

1 There is a termination of the legal entity that is Signatory of the certificate and expiry
of the authorisation provided by the Signatory to the person/entity responsible for the
certificate, @ termination of the relationship between the Signatory and the
person/entity responsible for the certificate.

1 The Signatory requests revocation of the certificate in accordance with the provisions
of this CPS.

1 Firm resolution of the competent administvator judicial authority

Other circumstances

1 Suspension of the digital certificate for a longer period than established in this CPS.
T Terminati on of t he Certification Aut
corresponding section of this CPS.

In order to justify the need for the proposed revocation, required documents must be
submitted to the RA or CA, depending on the reason for the request.

1 If the certificate holder or the natural person applying for the certificate for a legal
entity, a signed stateant must be provided indicating the certificate to be revoked
and the reason for this request and identification must be provided to the RA.

1 If the revocation is requested by a third party, it must present authorisation from the
natural person certificat@older or the legal representative of the legal entity
certificate holder. The third party must indicate the reasons for requesting revocation
of the certificate and identify itself to the RA.
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1 If the entity requesting revocation is associated with theficate holder due to
termination of the relationship with it, this circumstance must be proven (revocation
of powers, contract termination, etc.) and they applicant must identify him/herself to
the RA as authorised to represent the entity.

The Signatoriebave revocation codes that they can use in the online revocation services or
by calling the helplines.

4.9.2 Who can request revocation
Certificate revocation can be requested by:
1 The Subject/Signatory
1 The responsible Applicant
1 The Entity (via a representag)
1 The RA or CA.

Anyone established in the specific certification policies.

4.9.3 Revocation request procedure.
All requests must be made:

V Via the online Revocation Service, by accessing the revocation service on
Camerfirma's website and entering the Revocaibhnumber.

http://www.camerfirma.com/arede-usuario/revocacionle-certificados/

V By physically going to the RAG6s office
Subject/Signeor y or Applicantds National | der

V By sending Camerfirma a document signed by a representative with sufficient
representation powers for the entity requesting certificate revocation. This
form must be used to revolseibordinate CAand TSU certifiates.

V Forsecure server, corporate seal or CodeSigrertificates, this revocation
can be requested by email, using the address used to request issuance of the
certificate, sending the revocation request to
gestion_soporte@camerfirma.com. The Camerfirma operator must confirm
the revocation request by telepte in order to act upon it.

Camerfirma stores all the information relating to certificate revocation processes on its
website.
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The revocation management service and the query service are considered critical services,
as specified in Camerfirmads cont.iThegeency
services are availabl24 hours a day, seven days a wekkthe event of a system failure, |or

any other circumstance out of Camerfifmads
ensure that services are not down longer tBdrhours

In case of revocation due to npayment of the issued certificate pritee RA or CA shall
request by emailing the Signatory at their contatiadl address, prior and on two successive
occasions, that this situation is remedied withight days failing which, the certificate will

be revoked immediately.

4.9.4 Revocation period

For final -entity certificates. The revocation period, from the moment Camerfirma or an RA
has reliable knowledge of a certificate revocation, takes place immediately, and is included
in the next CRL issued and based on the data from the management giatfonvhich the
OCSP responder is fed.

4.9.5 Time within which CA must process the revocation request

Camerfirma will process a revocation request immediately following the procedure described
in point 4.9.3

In the revocations produced by a bad issuance afdtiiicate, the holder will be notified in
advance to agree on the terms of their replacement.

Camerfirma in any case and under these certification practices, can revoke a certificate

unilaterally and immediately for security reasons, without the owaér daim any
compensation for this fact.

4.9.6 CRL checking requirements

Trusting third parties must first check their use, the status of the certificates, and in any case
must verify the last CRL issued, which can be downloaded from the URL that appears in the
CRL Distribution Point on each certificate.

Camerfirma always issues CRLs signed by the CA that issued the certificate.

The CRL contains a field\extUpdatg with the date of the next update. However, a new
CRL must be issued each time there is a ratioc.

4.9.7 CRL issuance frequency
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CA Issuance frequency days Duration (days)

CHAMBERS OF COMMERCE ROOQOT i 2016 Maximum 365 365
CHAMBERS OF COMMERCE ROOT i 2018

AC CAMERFIRMA FOR NATURAL PERSONS - 2016 Immediate - Maximum 1 2
AC CAMERFIRMA FOR LEGAL ENTITIES - 2016 Immediate - Maximum 1 2
AC CAMERFIRMA FOR WEBSITES i 2016 Immediate - Maximum 1 2
AC CAMERFIRMA FOR WEBSITES 1 2018

AC CAMERFIRMA CODESIGN 17 2016 Immediate - Maximum 1 2
AC CAMERFIRMA TSA 1 2016 Immediate - Maximum 1 2
GLOBAL CHAMBERSIGN ROOT -2016 Maximum 365 365
AC CAMERFIRMA 1 2016 Maximum 365 365
AC CAMERFIRMA GLOBAL FOR NATURAL PERSONS - 2016 Immediate - Maximum 1 2
AC CAMERFIRMA GLOBAL FOR LEGAL ENTITIES -2016 Immediate - Maximum 1 2
AC CAMERFIRMA GLOBAL FOR WEBSITES - 2016 Immediate - Maximum 1 2
AC CAMERFIRMA COLOMBIA 1 2016 Maximum 365 365
AC CITISEG T 2016 Immediate - Maximum 1 2
AC CAMERFIRMA PERU 1 2016 Maximum 365 365
AC CAMERFIRMA PERU CERTIFICATES 1 2016 Immediate - Maximum 1 2

4.9.8 Maximum latency for CRLs

CRLs are published every 24 hours with a validity of 48 hours.

4.9.9 Availability of online service to check revocation

CA provides an online service to check revocations at:

http://www.camerfirma.com/arede-usuario/consultale-certificados/

Also via OCSP queries at:

http://www.camerfirma.com/servicios/respondedasp/

The addresses to access these services are included in the digital certificate. For the CRLs
and ARLs in the CRL Distribution Point extension and the OCSP address in the Authority
Information Access extension.

The certificates may include more than one address to access the CRL in order to guarantee
availability.

The OCSP service is fed from the CRLs issued by the various certification authorities (CA)

or by access to the pl at fsodataand thedolCEParbsposse ( E E)
validation certificates are published on the Camerfirma website
http://www.camerfirma.com/servicios/respondedosp/

These services are availal##é hoursper day, seven days per week, 365 days per. yead
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Camerfirma makes every effort to ensure service is not down for mor@4haours This
service is critical for Camer f i roomti@dgencyact i vi t
and business continuityplans.

4.9.10Requirements of the online service to check revocation

To verify a revocation, the User Party must know tmeaél address related to the certificate
that they want to consult if this is accessed online.

OCSP responses are signed by the CA tsatied the certificate on request; the certificate
is required to validate the response. Updated certificates can be found at the link

http://www.camerfirma.com/servicios/respondedosg

4.9.110ther methods of disclosing revocation information

Mechanisms that Camerfirma makes available to system users is published on its website
http://www.camerfirma.com/arede-usuario/consultale-certificados/

4.9.12Special revocation requirements due to compromised key security

Not stipulated

4.9.13Suspension

When a certificate suspension takes place, Camerfirma will tra&eveeko decide on the
certificateds final status: (revoked |or acti
status is not provided within this period, Camerfirma will revoke the certificate for unknown

reason.

If the certificate is suspended, a netis sent to the Subject/Signatory by email specifying
the time of suspension and the reason.

If the suspension does not take place and the certificate has to be activated again, the
Subject/Signatory will receive an email specifying the new certificatas

The suspension process does not apply to certificates
1 From TSU/TSA
1 From CA and Subordinate CA
1 From RA Operator.
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4.9.14Who can request suspension

See section 4.9.2.

4.9.15Procedure for suspension request

The suspension can be requested by accessing thenrélevgp age on Camer f i
by previously authenticated oral or written communication. The Signatory must have the
revocation code in order to suspend the certificate.

4.9.16Suspension period limits

A certificate shall not be suspended for more thaeweek

Camerfirma supervises, via a certificate management platform alert system (STATUS), that
the suspension period established by the Policies and this CPS is not exceeded.

4.10Certificate Status Services

4.10.10perational characteristics

Camerfirma provides a sgce for consulting issued certificates and revocation lists. These
services are available to the public on its webditg://www.camerfirma.com/arede-
usuario/consultale-certificados/

4.10.2Service availability

Query services are designed to ensure availability 24 hours a day, seven days a week.

4.10.30ptional features

Not stipulated

4.11End of subscription

The subscription to theesvice will end after the validity period of the certificais an
exception, the subscriber can maintain the current sevyicequesting the renewal of the
certificate, withn the advanceerioddetermined by this Declaration of Certification
Practice.
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4.12Key Escrow and Recovery

4.12.1Key escrow and recovery policy and practices

Camerfirma does not store or copy Signatori e
provider. For certificates created on hardware, the user creates and stores the private key on
the cryptographic card delivered by the provider.

Camerfirma only stores a copy of the Signato
for data encryption.

Camerfirma stores Usersd6 keys in PKCS#12 f ol

download and installation problems. This information is stored for three calendar days only.
After this period, the keys are deleted.

4.12.2Session key encapsulation and regery policy and practices

Not stipulated.
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5 Physical, Procedur al and Personn

5.1 Physical Security Controls

Camerfirma is subject to the annual validations established by the SQEEC 27001
standard, which regulates the establishmersudhble processes to ensure proper security
management in information systems.

Camerfirmahas established physical and environmental security controls to protect resources
in the buildings where the systems and equipment used for the transactioneedte sto

The physical and environmental security policy applicable to the certificate creation services
provides protection against:

V Unauthorised physical access

Natural disasters

Fires

Failure in supporting systems (electricity, telecommunications, etc.).

Building collapse

Flooding

Theft

Unauthorised withdrawal of equipment, information, devices and applications
related to the components wused for t !
services

<K<K LKL

The facilities have preventive and corrective maintenance service24mitB65day per
year assistance and assistance durin@4heoursfollowing the notice.

Reference documenty-200501-01-Physical access control

5.1.1 Location and building

Ca me r f fadlittesadesbuilt from materials that guarantee protection against brute force
attacks and are located in an area with a low risk of natural disasters and with quick access.

The room where encryption activities take place is a Faraday cage proteatstl e@garnal
radiation, with double flooring, fire detection and extinguishing system, damp proof system,
dual cooling system and dual power supply system.

Reference documernti-201501-01-CPD

5.1.2 Physical access

Physical access t o dayptonprocessesale sndartbkéniisdiraited wh e r ¢
and protected by eombination of physical and procedural measures.
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Access is limited t@xpressly authorised personnel who must show identification when they
access and register, and CCTV cameras filmraodrd any activity.

Any external person must be accompanied by a person in charge of the organisation when
they are found within restricted areas for any reason.

The facilities include presence detectors at every vulnerable point as well as intruder ala
systems that send a warning via alternative channels.

The rooms are accessed by ID card scanners which are managed by a software system that
maintains an automatic audit log of comings and goings.

The most critical system elements are accessed throligge different zones with
increasingly limited access.

Access to the certification system is protected by four access levels. Building, offices, DPC
and cryptography room.

5.1.3 Power supply and air conditioning

Camerfirmads f aci l iers and s dubl power supply system evithsat a b i |
generator.

The rooms in which computer equipment is stored have temperature control systems with
dual air conditioning units.

5.1.4 Exposure to water

Camerfirmads facilities ar e reionthedfirstflaor. Bha wi t h
rooms in which computer equipmaststorechave a humidity detection system.

5.1.5 Fire protection and prevention

The rooms in which computer equipment is stored have automatic fire detection and
extinguishing systems.

Cryptographiaevices, and supports that store Certification Entity keys have a specific and
additional fire protection system relative to the rest of the facility.

5.1.6 Storage systems.

Each demountable storage device (tapes, cartridges, CDs, disks, etc.) is only adpgssible
authorised personnel.
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Regardless of the storage device, confidential information is stored in fireproof or
permanently locked cabinets and can only be accessed with express authorisation.

5.1.7 Waste disposal

Once sensitive information is no longer usefillis destroyed using the most
appropriate means for the media containing it.

Print-outs and paper: shredders or waste bins are provided for this purpose, for
subsequent destruction in a controlled manner.

Storage media: before being thrown away or redbegl must be processed for
deletion by being physically destroyed, or the contained data made illegible.

Reference documenty-200501-03-Environmental security

5.1.8 External backup

Camerfirma uses a secure external building to keep documents, magnetiearahiel
devices safe, which is separate from the operating centre.

At least two expressly authorised people are required to access, store or withdraw devices.

Related documentiN-200504-06-Critical file backup procedure

5.2 Procedural controls

5.2.1 Roles of trust

Roles of trust are described in the Certification Policies, guaranteeing the distribution of
duties to share out control and limit internal fraud and prevent one person from controlling
the entire certification process from start to finish, and withimum privilege granted
wherever possible.

To determine the sensitivity of the function, the following items are taken into account:

Duties associated with the role.
Access level.

Monitoring operation.

Training and awareness.
Required skills.

= =4 =4 -8 -

Internal A uditor:
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Responsible for fulfilling the operational procedures. This person does not belong to
the Information Systems department.

Internal Auditor duties are incompatible with Certification duties and Systems.
These duties are subordinated to Operationanddement, reporting to this
Management and the Technical Department.

Systems Administrator:
Responsible for the correct performance of the hardware and software supporting the
certification platform.

System administrator tasks are incompatible withifaation tasks and cannot
perform auditing tasks.

CA Administrator.
Responsible for the activities to be undertaken with the cryptographic material or for

performing any duties involving the actiwv

herein, or anyf its elements.
CA administrator tasks are incompatible with certification and system tasks.

CA Operator.
Responsible, together with the CA Administrator, for safekeeping of the
cryptographic key activation material, and for CA backup and maintenance
procedures.

CA operator tasks are incompatible with CA administrator tasks and cannot perform
internal auditor or auditor tasks.

RA Operator:
Responsible for approving certification requests from the Signatory.

RA operator operations are incompatibléehARA administrator operations nor can
they perform internal or external audit tasks.

Revocation operator:
Revocation operator tasks are incompatible with audit tasks

Security Manager:

To coordinate, monitor and enforce security measures defined by €dmi r ma 6 s
security policies. Must be responsible for the aspect related to information security:
logical, physical, networks, organisational, etc.

IN-200502-07 Personnel duties and responsibilities
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5.2.2 Number of people required per task

Camerfirma guarantees that at lemsi people will carry out tasks classified as sensitive
Mainly handling the Root CA and intermediate CA key storage device.

5.2.3 ldentification and authentication for each role

The internal auditor assigns the people foheate; this auditor must ensure that each person
carries out the procedures to which he/she is assigned.

Each person only controls assets required for his/her role, thereby ensuring that nobody
accesses unassigned resources.

Depending on the asset, oesces are accessed via cryptographic cards and activation codes.

5.2.4 Roles requiring separation of duties

The internal document H201603-01 job profile file reflects the tasks assigned to the
different profiles with a table of segregation of roles.

Responsable | Administracion de | Oeracién de Auditor Especialidsta

de Seguridad Sistemas sistemas Plataforma CA | Validacion SSL Operador RA

Responsable de Seguridad
Administracion de Sistemas
Operacion de Sistemas
Auditor Plataformas CA
Especialidsta Validacion SSL
Operador RA

5.2.5 Switching the PKI management system on and off.

The PKI system is formed by the following modules:

RA Management Modulg for which specific page management services are activated or
deactivated.

AC CAMERFIRMA manages two different technical platformg feach hierarchy,
although the system is switched off in the same way by deactivating page management
services.

Request management modulefor which specific page management services are
activated or deactivated.

Key management modulelocated in the HSMActivated or deactivated by physically
switching it on and off.

Database module centralised certificate management and managed CRLs, OCSP and
TSA. Switching the specific database management service on and off.
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OCSP module Online certificate statusesponse server. Switching the system service
responsible for this task on and off.

TSA module. Timestamp server. Switching the service on and off
The module switcloff sequence is:

Application Module

RA module

OCSP module

TSA module

Database module

Key management module.

el enti ent i entl ant i e

The switching on process is carried out in reverse.

Internal reference documetiy -2005-05-01-Manual switching off procedure.

5.3 Personnel security controls

5.3.1 Background, qualifications, experience and accreditation requirements

All personnel undertaking tasks classified as duties of trust must have worked at the
workplace for at leasine yearand have a fixed employment contract.

All personnel are qualified and have been trained in the procedures to which they have been
assigned

Personnel in positions of trust must have no personal interests that conflict with undertaking
the role to which they are entrusted.

Camerfirma ensures that registration personnel or RA Administrators are trustworthy and
belong to a Chamber of Commeraette body delegated to undertake registration work.

RA Administrators must have taken a training course for request validation request duties.

I n general, Camerfirma removes an empl oyeedod:
committed any criminahct that could affect the performance of his/her duties.

Camerfirma shall not assign a trusted or managed site to a person who is not suitable for the
position, especially for having been convicted of a crime or misdemeanour affecting their
suitability for the position. For this reason, an investigation will first be carried out, to the
extent permitted by applicable law, on the following aspects:

A Studies, including alleged degree.
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A Previous work, up to five years, including professional referencestauking that
the alleged work was actually performed.

A Delinquency
Reference documentation:
IN-200502-07-Personnel duties and responsibilities.
IN-200502-17-Human Resource Management
IN-200800-06-Job Profile Format
IN-200800-09-Training Logs
IN-200602-03-Security Organisation

5.3.2 Background checking procedures

Camerfirmads HR procedures include <conduct.
anyone.

Camerfirma never assigns duties of trust to personnel who have been working at the company
for less tharone yeat

The job application reports on the need to be subjected to undergo prior investigation and
warns that refusal to submit to the investigatsbrall result in the application's rejection.
Also, unequivocal consent from the affected party is required for the investigation and for
processing and protecting his/her personal data in accordance with the Personal Data
Protection law.

5.3.3 Training requirem ents

Personnel undertaking duties of trust must have been trained in accordance with Certification
Policies. There is a training plan that is part of the US&/IEC 27001 controls.

Registration operators who validate EV secure server certificates rgpewiéc training in
accordance with special regulations on issuing these certificates.

Training includes the following content:

A Security principles and mechanisms of the public certification hierarchy.
Versions of hardware and applications in use.
Tasksto be carried out by the person.
Management and processing of incidents and security compromises.
Business continuity and emergency procedures.

To To To Do Do

Management and security procedure related to processing personal data.
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5.3.4 Information updating requirements and frequency

Camerfirma undertakes the required updating procedures to ensure certification duties are
undertaken properly, especially when they are modified substantially.

5.3.5 Task rotation frequency and sequence

Not stipulated

5.3.6 Penalties for unauthorised actions

Camerfirma has established an internal penalty system, which is described in its HR policy,
to be applied when an employee undertakes unauthorised actions, which includes the
possibility of dismissal.

5.3.7 Personnel hiring requirements

Employees hired to undekim duties of trust must sign the confidentiality clauses and
operational requirements that Camerfirma uses. Any action compromising the security of the
accepted processes could | ead to termination

In the event tht all or part of the certification services are operated by a third party, the
controls and provisions made in this section or in other parts of the CPS are applied and
enforced by the third party that performs the operational functions of the cedificati
services, and the certification authority is responsible for the actual implementation in all
situations.

These aspects are specified in the legal instrument used to agree on the provision of
certification services by third parties other than Camedijramd the third parties must be
obliged to meet the requirements demanded by Camerfirma.

Reference documentatioiN -2006-:05-02-Clauses that apply to external developers

5.3.8 Documentation given to personnel

Camerfirma provides all personnel with documentatescribing the assigned duties, with
special emphasis on security regulations and the CPS.

This documentation is in an internal repository accessible by any Camerfirma employee; the
repository contains a list of documents of mandatory knowledge andianog

Any documentation that employees require is also supplied at any given time so that they can
perform their duties competently.
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5.4 Audit Logging Procedures

Camerfirma is subject to the annual validations established by the SQIEEC 27001
standard, which regulates the establishment of suitable processes to ensure proper security
management in information systems.
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5.4.1 Types of recorded events

Camerfirmarecads and saves the auditogs of every event relatin
system.

The following events are recorded:

V System switching on and off.

Creation, deletion and setting up of passwords or changed privileges.

Attempts to log in and out.

Attemptsat wunaut hori sed access to the CAOGsS
Attempts at unauthorised access to the file system.

Physical access to audit logs.

Changes to system settings and maintenance.

CA application logs.

CA application switching on and off.

Changestothe£60s detail s and/ or passwords.
Changes to the creation of certificate policies.

Creation of own passwords.

Certificate creation and revocation.

Logs of destruction of devices containing activation keys and data.

< < <K<K <LK LK LK LK LK LK LKL LKL

Events related to the cryptographic moduliéscycle, such as its reception,
use and uninstallation.

Camerfirma also retains the following information, either manually or digitally:

The key generation event and key management databases.

Physical access records.

Maintenance and system configurat@ranges.

Personnel changes.

Reports on compromises and discrepancies.

Records of the destruction of material containing key information, activation

data or personal information about the Signatory for individual certificates or

a future key holder for orgasation certificates, access to the certificate.

1 Possession of activation data for operations with the Certification Authority's
private key.

1 Complete reports on physical intrusion attempts in infrastructure that support

certificate issuance and manageinen

=4 =4 -4 -4 -4 -9

Camerfirma maintains a system that guarantees:

1 Sufficient space for storing audit logs.
1 Audit log files are notewritten.
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1 That the saved information includes at least the following: event type, date
and time, user executing the event and resulteptbcess.

1 The audit log files are saved in structured files that can be included in a
database for subsequent data mining.

5.4.2 Frequency of processing log

Camerfirma checks theudit logswhen there is a system alert due to an incident.
Processing audit reots involves reviewing records that include verification that they have

not been tampered with, a brief inspection of all log entries and further investigation of any
alerts or irregularities in the logs. The actions taken from the audit review are déedmen

5.4.3 Retention periods for audit logs

Camerfirma stores the information from audit logs for at l@astyears

5.4.4 Audit log protection

T he s yauditdogsaré protected against manipulation via signatures in the files that
contain them.

They are stored in fireproof devices.

Availability is protected by storing them
Audit log files can only be accessed by authorised persons.

Devices are always handled by authorised personnel.

There is an iternal procedure that specifies the procedure to manage devices containing audit
log data.

5.4.5 Audit Log backup procedures

Camerfirma uses a suitalidackup systerno ensure that, in the event that important files are
lost or destroyed, audit Idzackupsare availabldor a short period of time

Camerfirma has implemented a secure backup system for audit logs by making backup copies
of everyaudit logon an external device once per week.

A copy is also kept at an external custody centre.

Reference docuentationIN -200504-10-audit log management procedure.
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5.4.6 Audit data collection system

Event audit information is collected internally and automatically by the operating system, the
network and by the certificate management software, in addition to thegeiaémated
manually, which is stored by duly authorised personnel, all of which makes up the audit
record accumulation system.

5.4.7 Notifying the party that caused the event

When the audit log accumulation system records an event, there is no need to send a
notfication to the individual, organisation, device or application that caused the event.

It may be communicated whether the result of his/her action was successful or not, but the
action is not audited.

5.4.8 Vulnerability analysis

The analysis of vulnerabilities is covered by the Camerfirma audit processes. Risk and
vulnerability management processes are reviewed once a year in accordance withthe UNE
ISO/IEC 27001 certificate and included in the Risk analysis document,GONE--2005-

05-01. This document specifies the controls implemented to guarantee required security
objectives.

The system audit data is stored so that it can be used to investigate any incident and locate
vulnerabilities.

Camerfirma runs a monthly systems analygith the aim of detecting suspicious activities.
This report is executed by an external company and includes:

A Intrusion Detection IDS (HIDS)

A OSSEC Integrity Control System
A SPLUNK. Operations intelligence.
A Event correlation report.

Camerfirma corcts any problem reported and registered by the systems department.

5.5 Records Archival
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5.5.1 Type of recorded files.

The foll owing documents that are p&Aor of the
RAs:

Any system audit data. PKI, TSA and OCSP

Any data related to certificates, including contracts with Signatories and the
RA. The data relating to their identification and location.

Requests to issue and revoke certificates.

Type of document submitted in the license application.

Identity of theRegistration Authority that accepts the certificate application.
Unique identification number provided by the previous document.

Any issued or published certificates.

Issued CRLs or logs of the status of created certificates.

Log of created keys.

Communic#éions between PKI elements.

Certification Policies and Practices

<K<K LKL LKL L <K<

Camerfirma is responsible for correctly filing all this material.

5.5.2 File storage period

Certificates, contracts with Subjects/Signatories and any information relating to the
Subject/Signatolys i denti fication and authentication

Older versions of documents are also kept for a period of at least fifteen (15) years by AC
Camerfirma and may be consulted by stakeholders with reasonable cause.

5.5.3 File protection

Camerfirma ensures files are protected by assigning qualified staff to process and store them
in fireproof safes in external facilities.

Related documentN -200504-01- backup management

5.5.4 File backup procedures

Camerfirma has an external storage centrengure the availability of digital file backups.
The physical documents are stored in secure places restricted to authorised personnel.

Related documentN -200504-01- backup management

Camerfirma makes incremental backups of all digital documentasitdaily and performs
full backups weekly for data recovery purposes.
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5.5.5 Requirements for log timestamping

Logs are dated with a reliable source via NTP from the ROA, GPS and radio synchronisation
systems.

Camerfirma has an IT security document whiscribes the configuration of the date and
time settings for the devices used for certificate issuance.

Related documentN -2006:04-01-Time synchronisation

5.5.6 Audit data collection system

Reference documentatioiN -2005-04-10-audit logmanagement procedure

5.5.7 Procedures to retrieve and verify filed information

Camerfirma has a software security document that describes the process for checking that
the filed information is correct and accessible

Related documentiN-200504-06-Critical file backup procedure

5.6 Key Changeover

Thef i nal keyst aret changed by starting a new issuance procedure (see the
corresponding section of this CPS).

In CA (Root CA, Subordinate CA). The key will be changed before the CA certificate
expires. The certificate to be updafeoim the CA and its private key can only be used to
sign CRLs while there are active certificates issued by the old CA. A new CA certificate is
generated with a new private key and a €bhfmon namjeother than the CA certificate to

be replaced.

A  C Acértficate is also changed when there is a change to cryptographic technology
(algorithms, key size, etc.) that so requires it.

Reference documenty-200504-04-Key changing procedure.

5.7 Compromise and disaster recovery

If root key security is compromisedhis must be considered a specific case in the
contingency and business continuity document. If the keys are replaced, this incident affects
recognition by the various private and public sector applications. Recovering the validity of
keys in businessetms mainly depends on the duration of these recognised processes. The
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contingency and business continuity document include these purely technical and operational
terms to ensure that new keys are available, which is not the case for recognition by third
parties.

The commitment of algorithms or associated parameters used for generating digital
certificates or associated services is also incorporated into the contingency and business
continuity plan.

Related DocumeniN-200702-08 Continuous Improvement Pro@edure

5.7.1 Incident and compromise handling procedures

Camerfirma has developed a Contingency plan to retrieve critical systems, if an alternative
data centre were necessary as part of thed8&IEC 27001 certification.

The continuity and contingency plan is drafted in docur@@hNF-200300-01 Continuity
and Availability .

5.7.2 Computing resources, software, and/or data are corrupted

Any failure to meet the targets set by this contingency plan is considered reasonably
unavoidab e unl ess there is a breach of obligati
these processes.

A part of the implementation of its 1SO27001 and 1SO20000 systems, Camerfirma has
developed plans and procedures for continuous improvement in a way tleabaycslly
reinforces all experiences covered in the management of incidents and avoids their repetition

5.7.3 Entity private key compromise procedures

dSOPECs230 M certifinatio a me r f i

The contingency ©plan enc
the CAOGs private key

considers that compromised s ur i ty of

If the security of a root key is compromised:

A All Subjects/Signatories, User Parties and other CAs with which agreements
or other relationships have been established must be informed.

A They are informed thathe certificates and information relating to the
revocation status that are signed using this key are not valid.
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5.7.4 Business continuity capabilities after a disaster

Camerfirma will reinstate critical services (revocation and publication of revocations) in
accordance with the contingency and business continuity plan encompassed in the UNE
ISO/IEC 27001 certification, indicating restoration within 24 hours.

Camerfirma has an alternative centre if required to start up the certification systems, which
Is described in the business continuity plan.

5.8 Termination of the CA Activity
Before Camerfirma ceases its activity, it will:

1 Provide the required funds (via a public liability insurance policy) to complete
the revocation processes.

1 Inform all Subjects/Signatories, User Parties and other CAs with which it has
agreements or other types of relationships regarding termination of activity at
leastsix monthsin advance.

1 Revoke any authorisation from subcontracted entities to act on loéhiaé
CA in the certificate issuance procedure.

1 Pass on its obligations related to maintaining log dataaundit logsfor the
established time period indicated to Signatories and Users.

T The CAd6s private keys must be destroye

1 Camerfirma will keep any active certificates and the verification and
revocation system until all issued certificates have eapire
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6 Techni cal Security Control s

6.1 Key pair creation and installation

6.1.1 Creating the key pair

The computers used by Camerfirma to stayot keys and are certified in accordance with
FIPS 1402, level3.

The root keys are generated and managed on dim@iomputer in a cryptographic room.
Reference docume@ONF-00-201202-Scr i pt of CA ROOT generati on
is the yearcorresponding to the creation of the key.

The creation of Subordinate CAs keys is generated in HSM equipment cdtRgdL40
2, level3, where it is hosted for its corresponding use. The certificate issued by the root key
is made in a secure cryptoghéproom.

CA Key length Signature Algorithm Creation Expiry
CHAMBERS OF COMMERCE ROOT -2016 4,096 bits  sha256WithRSAEnNcryption %/%a]\-rG 08/04/2040
AC CAMERFIRMA FOR NATURAL PERSONS -2016 4,096 hits = sha256WithRSAEncryption 2,016 09/03/2040
AC CAMERFIRMA FOR LEGAL ENTITIES -2016 4,096 bits  sha256WithRSAEncryption 2,016 09/03/2040
AC CAMERFIRMA FOR WEBSITES - 2016 4,096 bits  sha256WithRSAEncryption 2,016 13/03/2040
AC CAMERFIRMA CODESIGN i1 2016 4,096 bits  sha256WithRSAEncryption 2,016 09/03/2040
AC CAMERFIRMA TSA i 2016 4,096 bits  sha256WithRSAEnNcryption 2,016 09/03/2040
CHAMBERS OF COMMERCE ROOT i 2018 4,096 bits  sha256WithRSAEnNcryption 2,018 10/05/2042
AC CAMERFIRMA FOR WEBSITES -2018 4,096 bits  sha256WithRSAEnNcryption 2,018 09/04/2042
GLOBAL CHAMBERSIGN ROOT -2016 4,096 bits  sha256WithRSAEnNcryption 2,016 08/04/2040
AC CAMERFIRMA i 2016 4,096 bits  sha256WithRSAEnNcryption 2,016 09/03/2040

AC CAMERFIRMA GLOBAL FOR NATURAL 4,096 bits  sha256WithRSAENcryption 2,016 08/02/2040
PERSONS- 2016

AC CAMERFIRMA GLOBAL FOR LEGAL ENTITIES 4,096 bits  sha256WithRSAENcryption 2,016 08/02/2040
A%:Oé?AMERFIRMA GLOBAL FOR WEBSITES -2016 4,096 bits  sha256WithRSAEnNcryption 2,016 12/02/2040
AC CAMERFIRMA COLOMBIA i 2016 4,096 bits  sha256WithRSAENcryption 2,016 09/03/2040
AC CITISEG i 2016 4,096 bits  sha256WithRSAENcryption 2,016 08/02/2040
AC CAMERFIRMA PERU 1 2016 4,096 bits  sha256WithRSAENcryption 2,016 10/03/2040
AC CAMERFIRMA PERU CERTIFICATES i 2016 4,096 bits  sha256WithRSAENcryption 2,016 09/02/2040

Further information athttp://www.camerfirma.com/arede-usuario/politicas/-practicas
de-certificacion/

Referenca&locumentation:

CONF-00-201201 RECORDS from key creation events.
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CONF-00-201202/04Key generation SCRIPTS.
CONF-00-201205 Auditor Report.
CONF-00-201203 Distributing keys among operators.

6.1.1.1 Creating the Signatoryds key pair

Subjects/Signatories can create their own keys using Camedutharised hardware or
software devices or Camerfirma can create theRKiG@S#12software format.

If the certificate is qualified and requires a secure signature creation device it isedly u
with such devices for digital signatures.

The management platform uses its own resources to generate a random and robust password

and a private key protected with this password using the 3DES algorithm. A certificate

signing request is generated in PB¥10 format from that private key. With this request, the

CA signs the Signatoryds certificate. The <ce
file which includes the certificate and associated private key. The password for the private

key and PKCS#?2 file is never clear in the system.

Keys are created using tRSA public key algorithm.

Keys can also be created in a remote RA system using the web services layer for PKCS#10
request and collection of the corresponding PKCS#7.

The keys have a minimurerigth 0f2048 bits

6.1.1.2 Key creation hardware/software

Subjects/Signatories can create their own keys in a Cameiddintharised device. See
section 6.1.1.1.

The ROOT keys use a cryptographic device that complies MAtRS 14062 level 3
specifications.

6.1.2 Private key delivery to subscriber

Seesection3.2.1

6.1.3 Delivering the public key to the certificate issuer

The public key is sent to Camerfirma to create the certificate when the circuit so requires. It
is sent in standardKCS#10format.

6.1.4 Del i ver i nmblic Keyeto uSehsd s

The CAG6s c émgarpriftwiclalt ebeanadvai |l able to users on

http://www.camerfirma.com/arede-usuario/descargde-clavespublicas/
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6.1.5 Key Size

The Subject/ Signatoryds private keys are bas:

of 2048 bits.

The period of use for the public and private key varies depending on the certificate type. See
section6.1.1

6.1.6 Public key creation parameters.

The public key for the Root CA and Subordi

encrypted pursuant to RFC 3280 and PKCS#1. RSA is thgewgration algorithm.

Key size = minimum 2,048 bits
Key creation algorithm: rsagenl
Padding scheme&msapkcstvl 5
Hash functions: SHA56

E

6.1.7 Key usage purposes

Al | certificates issued contain the AKEY
attributes, as definday the X.509v3 standard. More information is available in section 7.1.2.

6.2 Private Key Protection and Cryptographic Module Engineering
Controls

6.2.1 Cryptographic module standards and controls

6.21.1 The Signatoryods private key

The Signatoryds pinasofaare or kaedwarecdavice. be st or ed

When it is stored in software format, Camerfirma provides configuration instructions for
secure use.

Cryptographic devices distributed by Camerfirma to host qualified certificates must meet all
requirements of qualified sare signature creation devices and therefore are suitable for
generating qualified signatures.

Information regarding the key creation and custody process that Camerfirma uses is included
in the digital certificate itself, in the corresponding OID, allagvthe User Party to act in
consequence.

Reference documentation:
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CONF-201604-02-Protecting and Activating Online CA Keys
CONF-201204-10 - Certificate issue ceremony script.

6.21.2 The CAOG6s private key

The private signature key of the root CAs and Subordinate CAs are maintained in a
cryptographic device that meditPS 1402 level 3specifications.

When the CAOGs private key is outside the dev

A backup is made of the CA privakey which is stored and only retrieved by authorised
personnel in accordance with the roles of trust, using at least dual control on a secure physical
device.

The CAGO6s private key backups are stored secu
the Gamerfirma security policies.

Subordinate CAs®6 keys are KkehRPSldhlLewkl8vi ces t h

6.2.2 Multi -person control (n out of m) of the private key

Multi-p er son contr ol is required for activation
this CPS, there is a policy tdo of four peoplein order to activate keys.

Reference documentatioBONF-00-201203-Distributing keys among operators

6.2.3 Private key escrow

Camerfirma does not store or copy the private keys of the owners. Only in case of certificates
for information encryption Camefirma saves a copy of said key.

6.2.4 Private key backup

Camerfirma makes backups of CA private keys to allow their retrietiakiavent of natural
disaster, loss or damage. At least two people are required to create the copy and retrieve it.

These retrieval files are stored in fireproof cabinets and in an external custody centre.
The Signatoryds keys doreé fort retritevalomtheseehttofear e ¢ a
contingency in an external storage device separately from the installation key, as specified in

the software key installation manual.

The Signatoryds keys created on haakehawhr e can
of the cryptographic device.

Camerfirma keeps records on CA private key management processes.
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Reference documentatioBONF-00-201201-Minutes on backup of root CA keys.

6.2.5 Archiving the private key

The CAs private keys are filed for at ledtyearsafter the last certificate has been issued.
They are stored in secure fireproof cabinets in the external custody centre. At least two people
are required to retrieve the CAOG6s private ke

Signatories may store ¥ delivered on software for the certificate duration period, but must
then destroy them and ensure they have no information encrypted with the public key.

Signatories can only store the private key for as long as they deem appropriate in the case of
encryption certificates. In this case, Camerfirma will also keep a copy of the private key
associated with the encryption certificate.

When PKCS#12 format is usedamerfirmaensurehe elimination of user keys by executing

a daily task. This task verifiethat three business days have passedrom the date of
generation of the certificate. The folder where the files are stored has a filter that prevents
files with extension pl1Being backed up.

Camerfirma keeps records on CA private key managementgsexs.e

6.2.6 Entering the private key in the cryptographic module.
CA keys are created inside cryptographic devices. See Camerfirma CA key creation events.
CONF00-201201/06/07/08 RECORDS from key creation events.

Keys created on the rS®iagreat oirn eGamesroffitrwaar 6es as
delivered to the end Signatory in a PKCS#12 software device. See Signatory key creation
procedure.

Keys created on Signatoriesd hardware are cr
by the CA. See Signatoryek creation procedure.

At least two people are required to enter the key in the cryptographic module.
Keys associated with Signatories cannot be transferred.

Camerfirma keeps records on CA private key management processes.

6.2.7 Private key storage on cryptografic module

The CA ROOT keys are kept stored in the PCI cryptographic module with the associated
equipment disconnected when no operation is being performed.
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The keys of the intermediate CAs are stored in HSM network equipment online, so that they
can be acessed from the PKI applications for the generation of certificates.

6.2.8 Private key activation method.

The Signatoryés private key is accessed vVvia
knows and must avoid writing down.

The CA Root 0 sviakae m out 0§ n peocessi Seaseatiah 6.3.1
Intermediate CA private key activation is managed by the management application.
Reference documentatioBONF-200804-09-Acceso_PKCS#11 CAS_online

Camerfirma keeps records on CA private key manageprenesses.

6.2.9 Private key deactivation method

For certificates on a card, the Signatoryods
device used to create the signature is removed from the reader.

When the key is stored in software, it can be deatstV by deleting the keys from the
application in which they are installed.

The CAd6s private keys are deactivated foll o\
device administratords manual

For Root, CA, Subordinate CA and TSU entity keys, thera tryptographic event from
which the corresponding record is made.

6.2.10  Private key destruction method

Before the keys are destroyed, a revocation of the certificate of the public key associated with
them is issued.

Devices that have any part of the priviatg's belonging to the Hierarchy CAs are destroyed
or restarted at a |l ow |l evel. The steps descr
manual are followed to eliminate them.

Backups are destroyed securely.

The Signatoryods &aeaylse destroged bydeletiny thenoih dceoance
with instructions from the application on which they are stored.

The Signatoryo
t e

keys on hardware can be dest:
points or 0s f

r S
h CA acilities.
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Camerfirma keeprecords on CA private key management processes.

6.2.11Cryptographic Module Rating

Cryptographic modules are certified FH2&0-2 level 3 are managed by at least two
operators in a model n of m. The teams are housed in secure environments. The cryptographic
module that stores the Root keys is managed inside an isolated and disconnected
cryptographic room. The cryptographic modules that store the SubCA keys are stored in
secure environments within a CPD following 1ISO27001 regulations.

6.3 Other aspects of managinkey pairs

6.3.1 Archiving the public key

The CA maintains its archives for a minimum periodiftéen (15) yearsprovided that the
technology at the time allows this. The documentation to be kept includes public key
certificates issued to Signatories and pretairiy public key certificates.

6.3.2 Period of use for public and private keys

The private key must not be used once the validity period of the associated public key
certificate has expired.

The public key or its public key certificate can be used as a menhdaisverifying
encrypted data with the public key outside the temporary scope for validation work.

A private key can only be used outside the period established by the digital certificate to

retrieve the encrypted data.

6.4 Private key activation data.

6.4.1 Generation.

The activation data of the userdés private
of certificate.

In software. The certificate is delivered in a standardised PKCS#12 file protected by a
password generated by the management apjplicatid delivered to the Subject via the email
address associated with the digital certificate.

On the Camerfirma hardware device.Cards used by Camerfirma are generated protected
with a factorycalculated PIN and PUK. This information is sent by the mamagt platform
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to the Subject via the email address associated with the digital certificate. The Subject has
software to change their card's PIN and PUK.

On a third party hardware device. AC Camerfirma accredits thirdarty devices, even
though they are anaged separately.

6.4.2 Activation data protection

Activation data is communicated to the Subject by an independent channel. AC Camerfirma
stores this information in its database. Data can be sent back to the subject at prior request to
the email address assat&d with the certificate, and it is effective as long as the user has not
previously changed it.

6.4.3 Other activation data aspects

Not stipulated.

6.5 Computer security controls

Camerfirma uses reliable systems to provide certification services. Camerfirma has
undertaken IT controls and audits to manage its IT assets with the security level required for
managing digital certification systems.

In relation to information securitythe certification model on ISO 270001 information
management systems is followed.

Computers used are initially configured with the appropriate security profiles by Camerfirma
system personnel, for the following aspects:

Operating system security settig
Application security settings.
Correct system dimensioning.
User and permission settings.
Configuring audit log events.
Back-up and recovery plan.
Antivirus settings

Network traffic requirements

ONoOORWNE

6.5.1 Specific computer security technical requirements

Each Cararfirma server includes the following functions:
V access control to CA services and privilege management.
V separation of tasks for managing privileges
V identification and authentication of roles related to identities



the Signatoryds anddta CA6s | og file and au
audit of security events

\Y
Vv
V seltdiagnosis of security related to CA services
Vv

Key and CA system retrieval mechanisms

The functions described above are carried out using a combination of operating system, KPI
software, physical protection apdocedures.

6.5.2 Computer security appraisal

Computer security is shown in an initial risk analysis, such that the security measures applied
are a response to the probability of a group of threats breaching security and their impact.

6.6 Lifecycle security contrdd

The certificates store the Signatoryos key
(Hardware).

The hardware device is a cryptographic card or USB token certified as a qualified signature
creation device in compliance with Appendix Il of2AS.

Asregards hardware devices

a) Hardware devices are prepared and sealed by an external provider.

b) The external provider sends the device to the registration authorities to be
delivered to the Signatory.

c) The Signatory or RA uses the device to generate the&ieyand send the
public key to the CA.

d) The CA sends a public key certificate to the Signatory or RA, which is entered
into the device.

e) The device can be reused and can store several key pairs securely.

f) The device is owned by the Subject/Signatory.

6.6.1 Systemdevelopment controls

Camerfirma has established a procedure to control changes to operating system and
application versions that involve upgrades to security functions or to resolve any detected
vulnerability.

In response to intrusion and vulnerabilityadyses, adaptations are made to systems and
applications that may have security problems, and to security alerts received from managed
security services contracted with third parties. The corresponding RFCs (Request for
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Changes) are sent so that secysdtches can be incorporated or the versions with problems
updated.

The RFC is incorporated and the measures taken for acceptance, implementation or rejection
of the change are documented.

In cases where the implementation of the update or correctigqorobkem entails a situation
of vulnerability or a significant risk, it is included in the risk analysis and alternative controls
are implemented until the risk level is acceptable.

Reference documentation:
IN-200605-02-Clauses that apply to external deviepers

IN-200603-04-Systems and Software Change Control

6.6.2 Security management controls

6.6.2.1 Security management

Camerfirma organises the required training and awareness activities for employees in the
field of security. The training materials used and the m®descriptions are updated once
approved by a security management group.

An annual training plan has been established for such purposes.

Camerfirma establishes the equivalent security measures for any external provider involved
in certification work in catracts.

6.6.2.2 Data and asset classification and management

Camerfirma maintains an inventory of assets and documentation and a procedure to manage
this material to guarantee its use.

Reference documentatioiN -200502-15-Asset Classification and Inventory

Caner firmadés security policy describes the in
them according to level of confidentiality.

Documents are classified into three levels: PUBLIC, INTERNAL USE AND
CONFIDENTIAL.

Reference documentatioiN -200502-04-Security Policy

6.6.2.3 Management procedures

Camerfirma has established an incident management and response procedure via an alert and
periodic reporting system. Camerfirmads s e
management process in detalil.



Reference documentatioiN-2010-10-08 Incident management

Camerfirma records the entire procedure relating to the functions and responsibilities of the
personnel involved in controlling and handling elements of the certification process.

Reference docunméation:IN-200502-07 Personnel duties and responsibilities

Processing devices and security

All devices are processed securely in accordance with information classification
requirements. Devices containing sensitive data are destroyed securelyaifehmneylonger
required.

Camerfirma has a systems fortification procedure in which the processes for secure
installation of equipment are defined. The measures described include disabling services and
accesses not used by the installed services.

Reference dcumentation:

CONF-2006:01-04-Device Input and Output Registration Procedure
IN-201204-03-Security Operating Procedures for System Fortification.

System planning

Camerfirmads Systems department maintains
resource control application, each system can{gemensioned.

Related documentation:
IN-201010-10 Configuration management
IN-201010-05 Capacity Management
IN-201010-03 Availability Management
IN-201010-01 Service Level Management
IN-201010-00 IT Services Management Manual
IN-201010-13 New Services Planning

Incident reporting and response

Camerfirma has established a procedure to monitor incidents and resolve them, including
recording of the responses and an economic evaluation of the in@tlditrs

Reference documentatioiN-2010-10-08 Incident management
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Operating procedures and responsibilities

Camerfirma defines activities, assigned to people with a role of trust other than the people
responsible for carrying out daily activities that are not confidential.

Reference documentation: 4R00502-07 Personnel duties and responsibilities

6.6.2.4 Access sysm management

Camerfirma makes every effort to ensure access is limited to authorised personnel.

Reference documentatioiN -2011-04-10 Network access control

In particular:
General CA

a) There are controls based on firewalls, antivirus and IDS wggh availability.

b) Sensitive data is protected via cryptographic methods or strict identification access
controls.

c) Camerfirma has established a documented procedure to process user registrations
and cancellations and a detailed access policy in its sepolity.

d) Camerfirma has implemented procedures to ensure tasks are undertaken in
accordance with the roles policy.

e) Each person is assigned a role to carry out certification procedures.

f) Camerfirma employees are responsible for their actions in accordance with the
confidentiality agreement signed with the company.

Creating the certificate

Authentication for the issuance process is via an m out of n operators system to activate the
C A (psvate key.

Revocation management

Revocation takes place via strictcdtddh s ed aut henti cation of an
applications. The audit log systems generate evidence that guaranteepumiation of the
action taken by the CA administrato

Revocation status

The revocation status application includes access control based on authentication via
certificates to prevent attempts to change the revocation status information.
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6.6.2.5 Managing the cryptographic hardware lifecycle

Camerfirma inspects theéelivered material to make sure that the cryptographic hardware
used to sign certificates is not manipulated during transport.

Cryptographic hardware is transported using means designed to prevent any manipulation.
Camerfirma records all important infoation contained in the device to add to the assets
catalogue.

At least two trusted employees are required in order to use certificate signature cryptographic
hardware.

Camerfirma runs regular tests to ensure the device is in perfect working order.
The ayptographic hardware device is only handled by trustworthy personnel.

The CAO6s private signature key stored in the
device has been removed.

The CAO6s system settings an drdedmandcomoked.f i cati o
Camerfirma has established a device maintenance contract. Any changes or updates are

authorised by the security manager and recorded in the corresponding work records. These
configurations are carried out by at least two trustwoetihployees.

6.6.3 Lifecycle security evaluation

Not stipulated

6.7 Network security controls

Camerfirma protects physical access to network management devices and has an architecture
that sorts traffic based on its security characteristics, creating etbfmhed network

sections. These sections are divided by firewalls.

Confidential information transferred via insecure networks is encrypted using SSL protocols.
The policy used to configure security systems and elements is to start from an initial state of
total blocking and to open the services and ports necessary for executing the services.
Reviewing accesses is one of the tasks carried out in the systems department.

Management systems and production systems are in separate environments as indicated in
the reference document.

Reference documentatioiiN -2011-04-10 Network access control
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6.8 Time Sources

Camerfirma has established a time synchronisation procedure in coordination with the ROA
Real Instituto y Observatorio de la Armada (Royal Navy Institute) in San Fernando via NTP.
It also obtains a secure source via GPS and radio synchronidaéterene documentation:
IN-200604-01-Time synchronisation
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7 Certificate Profiles and CRL

7.1 Certificate Profile

Certificate profiles comply with RFC 5280.

All qualified or recognised certificates issued in accordance with this policy comply with
standard X.509 veion 3, and RFC 3739 and the different profiles described in the EN 319
412 standard.

The profile records for these certificates can be requested from
gestion_soporte@camerfirma.camby telephone 90261 207

7.1.1 Version number

Camerfirma issues X.509 certificates Version 3

7.1.2 Certificate extensions

Certificate extension documents are described in the profile files. The profile records can be
requested frongestion_soporte@camerfirma.camby telephone 902 361 207

7.1.3 Algorithm object identifiers (OID)

The signature algorithm object identifiwould be:
1 1.2.840.113549.1.1.11sha256WithRSAENcryption
1 1.2.840.113549.1.131 sha12WithRSAENcryption

TheSubject Public Key Infbield (1.2.840.113549.1.1.1) includes tisaEncryptiorvalue.

7.1.4 Name format.

Certificates must contain the information that is required for its use, as determined by the
corresponding authentication policy, digital signature, enmwypdr digital evidence.

In general, certificates for use in the public sector must contain the identity of the person who
receives them, preferably in the Subject Name or Subject Alternative Name fields, including
the following data:

1 The full name of th Signatory person, certificate holder or represented, in separate

fields, or indicating the algorithm that allows the separation automatically.
1 Name of the legal entity, where applicable.
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1 Numbers of the corresponding identification documents, in accadaitic the law
applicable to the Signatory person, certificate holder or represented, whether a natural
person or a legal entity.

This rule does not apply to certificates with a pseudonym, which must identify this condition.

The exact semantics of themeas described in the profile fileShe profile records can be
requested frongestion_soporte@camerfirma.camby telephone 902 361 207

7.1.5 Name restrictions

Camerfirma may use name restrictions (usingthea me constraintso certi
in Subordinate CA certificates issued to third parties so that only the set of certificates
allowed in this extension can be issued by the Subordinate CA.

7.1.6 Certification Policy (OID) object identifier

All certificates have a policy identifier that starts from the base 1.3.6.1.4.1.17326.

111 Using the APolicy Constraintso extens

Camerfirma may use pogoliceegnstraiatdé t ¢ e cttii foincat( @ sé nf
in Subordinate CA certificates issued to thpdrties so that only the set of certificates
allowed in this extension can be issued by the Subordinate CA.

7.1.7 Syntax and semantics of policy qualifiers

Not stipulated

718 Semantic treat ment f QertficatdnRolicywr i t i c all e X

The ACertiof iextensPiodn ciydenti fies the policy
Camerfirma explicitly associates with the certificate. The extension may contain a qualifier
from the policy. See 7.1.6.

7.2 CRL Profile

The CRL profile matches the one proposed in the relesextification policies. The CRLs
are signed by the CA that issued the certificates.

The CRL's detailed profile can be requested fgmstion _soporte@camerfirma.can by
telephone 902 361 207.
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7.2.1 Version number

The CRLs issued by Camerfirma are version 2.

7.2.2 CRL and extensions

Those established in the certification policies. The detailed profile of the CRL and its
extensions can be requested frgastion_soporte@camerfirma.coon by telephone 902 361
207.

7.3 OCSP Profile

7.3.1 Version number

The OCSP Responder certificates are Version 3. These certificates are issued by each CA
managed by AC Camerfirma according to the RFC 6960 standard.

7.3.2 OCSP Extensions

The profle of the OCSP responder certificates can be obtained from
gestion_soporte@camerfirma.camby telephone 902 361 207.

An updated list of OCSP certificates can be  obtained from
http://www.camerfirma.am/servicios/respondedaorcsp list.
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8 Compliance Audit and Ot her Asses

Camerfirma is committed to the security and quality of its services.

Camerfirmads objectives i n relation to sectl
obtaining ISO/IEC27001, ISO/IEC 20000 certification and carrying out biennial audits on

its certification system, and essentially on the Registration Authorities, in order to guarantee
compliance with internal procedures.

Camerfirma is subject to regular audits, with WEBTRUST for CA WEBTRUST SSL

BR andWEBTRUST EVseal, which guarantees that the policy and CPS documents have
the appropriate format and scope and are fully aligned with their certification policy and
practices.

In order to comply with eIDAS requirement&C Camerfirma undertakes a biennial
compliance evaluation as established in the regulation of the following stanBBr®3:9
401, EN 319 4141, EN 319 4112, EN 319 421.

The Registration Authorities belonging to both hierarchies are subject to an internal audit
process. These audits are conducted periodically on a discretionary basis based on a risk
assessment by the number of certificates issued and number of registration operators, which
also detemines whether the audit is carried out on site or remotely. The audits are described
in an AAnnual Audit Plano.

AC Camerfirma is subject to a biennial Spanish Personal Data Protection Act audit.

AC Camerfirma performs an internal audit on entities thaelobtained &ubordinate CA

or TSU certificate and that issue and manage certificates with their own technical and
operational resources. In this audit, Camerfirma randomly checks a number of certificates
issued by this registration authority, ensurihgttthe evidence collected is correct and
sufficient for the issuance of the certificate.

8.1 Audit frequency

Camerfirma conducts an annual compliance audit, in addition to the internal audits performed
on a discretionary basis.

ISO 27001andISO20000auditing on a thregrear cycle with annual reviews.
WEBTRUST for CA, WEBTRUST SSL BR, WEBTRUST EV SSL annually.
elDAS Conformity Assessment, biennial with annual review

Spanish Personal Data Protection Acaudit, biennial with annual review.

RA audits on a discretionary basis.

Internal Audits, External Subordinate CAExternal TSUs, on a discretionary basis.
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8.1.1 External Subordinate CA audits.

Through its auditors, AC Camerfirma conducts an annual audit on the organisations that have
obtained a Sutrdinate CA or TSA certificate and that issue certificates with their own
technical and operational resources. This audit can be replaced by a favdiebblest for

CA and/orWebTrust for EVaudit certificate as applicable to the certificates issued.

8.1.2 Auditing the Registration Authorities

Every RA is audited. These audits are performed at least every two years on a discretionary
basis and based on a risk analysis. The audits check compliance with the Certification Policy
requirements in relation to undettiag the registration duties established in the signed
service agreement.

As part of the internal audit, samples are taken of the certificates issued to check they have
been processed correctly.

Reference documentation regarding the RA audit process a

IN-201004-12-RA Security Evaluation Procedure
IN-201004-15-Ficha de la visita de evaluacién.doc
IN-201004-16-Check List

IN-200603-08-RA Work Procedures.
IN-201004-17-Evaluation Report

8.2 Auditor identification and rating

The audits are conducted bydependent external companies that are widely renowned in
computer security, information systems security and in compliance audits by Certification
Authorities:

For the WEBTRUSTF AUREN audithttp://www.auren.com

For 1SO27001/20000 AENOR auditstp://www.aenor.es/aenor/inicio/home/home.asp

For internal audits / RA / Subordinate CA, TSA Spanish Personal Data Protectibn Act

AUREN http://www.auren.com/

f  For conformity assessment of eIDAS Natural Person & Legal P&rSdunvIT
https://www.tuvit.de/en/

1 For eIDAS conformity assessment of CSQA Timestamps and Certificates Website

https://www.csga.it/

E

11¢€


http://www./
http://www.aenor.es/aenor/inicio/home/home.asp
http://www.auren.com/
https://www.tuvit.de/en/
https://www.csqa.it/

8.3 Relationship between the auditor and the CA

The audit companies used are independent and reputed companies with specialist IT audit
departments that manage digital certificates and trusted sewtldeh,rules out any conflict

of interest that may affect their activities in relation to the CA.

There is no financial or organisational association between auditing firms and AC
Camerfirma.

8.4 Topics covered in the audit
In general terms, the audits verify

a) That Camerfirma has a system that guarantees service quality.

b) That Camerfirma complies with the requirements of the Certification Policies that
regulate the issuing of the different digital certificates.

c) That the CPS is in keeping with the provisionghaf Policies, with that agreed by the
Authority that approves the Policy and as established under current law.

d) That Camerfirma properly manages the security of its information systems.

e) Inthe OV and EV certificates, the audit checks variance with theig®kstablished by
CABFORUM i Baseliheh Requifemenits a s w &V ISSL Certificate
guideline® .

In general, the elements audited are:

1 Camerfirma processes, RAs and related elements in the issuing of TSA timestamp
certificates and validation of seces in OCSP line.

Information systems.

Protecting the data processing centre.

Documentation required for each type of certificate.

Verification that the RA operators know A

=4 =4 -4 -4

8.5 Processing the audit report

Once the complianaeport from the audit is received, Camerfirma discusses any deficiencies
found with the entity that carried out the audit and develops and implements a corrective plan
in order to address the shortcomings.

If the audited entity is unable to develop andfoplement the plan within the time frame
requested, or if the deficiencies pose an immediate threat to the system's security or integrity,
the policy authority must be notified immediately, and may take the following actions:

1 Cease operations temporarily.
1 Revoke the corresponding certificate, and restore infrastructure.
{1 Terminate service to the Entity.

1 Other complementary actions as may be needed.



8.6 Communication of results

The communication of results will be carried out by the auditors who have cauti¢ialeo
evaluation to the person in charge of security and regulatory compliance. It is carried out in
an act with the presence of the corporate management. The audit certificate is published on
the Camerfirma website.
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9 Admi ni stration specification.

9.1 Fees

9.1.1 Price for certificate issuing and renewal.

The prices for certification services or any other related services are available and updated
on Camerfirma's website

http://www.camerfirma.com/certificado®r by prior consultation with the Camerfirma
support department latps://secure.camerfirma.com/incidencias/by telephone 902 361
207.

The specific pricaes published for each type of certificate, except those subject to previous
negotiation.

9.1.2 Prices for access to certificates.

Access to certificates is frad-charge, although AC Camerfirma applies controls in order to
avoid mass certificate downloads. YAlther situation that Camerfirma deems must be
considered i n t his respect wi || be
websiténttp://www.camerfirma.com/certificadosbr by prior consultation with the
Camerfirma support department ahttps://secure.camerfirma.com/incidenciasy by
telephone: 902 361 207.

9.1.3 Prices for access to information relating to the status of certificates or
renewed certificates.

Camefirma provides free access to information relating to the status of certificates or
revoked certificates via certificate revocation lists or via its website
http://www.canerfirma.com/areae-usuario/consultale-certificados/

Camerfirma offers the OCSP service fadecharge
http://www.camerfirma.com/servicios/respondedosp!

9.1.4 Prices for access to theontents of these certification practices.

Access to the content of this CPS is fodecharge on Camerfirma's website
https://policy.camerfirma.com
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9.1.5 Refund policy.

AC Camerfirma does not have a specific refyolicy, and adheres to general current
regulations.

9.2 Financial Responsibility

9.2.1 Insurance coverage
Camerfirma, in its role as a CSP, has a public liability insurance policy that covers its

liabilities to pay compensation for damages and losses causeduseits of its services: the
Subject/Signatory and the User Party and third parties, for a total am@, A00f000 euros

9.2.2 Other assets

Not stipulated

9.2.3 Insurance or warranty coverage for endentities

See section 9.2.1

9.3 Confidentiality

9.3.1 Type of information to be kept confidential

Camerfirma considers any information not classified as public to be confidential. Information
declared confidential is not disclosed without express written consent from the entity or
organisation that classified this informationcasfidential, unless established by law.

Camerfirma has established a policy for processing confidentiality agreement information
and forms, which anyone accessing confidential information must sign.

Reference documentation:

IN-200502-04-Security Pécy.
IN-200602-03-Security Regulations.

9.3.2 Type of information considered not confidential

Camerfirma considers the following information not confidential:
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a) The contents of this CPS and the Certification Policies
b) The information contained in the certdies.
c) Any information whose accessibility is prohibited by current law.

9.3.3 Disclosure of information about certificate revocation/suspension

Camerfirma discloses information on the suspension or revocation of a certificate by
periodically publishing correspdmg CRLSs.

Camerfirma provides a CRL and Certificate query service on the following website:
http://www.camerfirma.com/arede-usuario/consultale-certificados/

Camerfirma has an online query service for the status of certificates based on the OCSP
standard abttp://ocsp.camerfirma.canThe OCSP service provides standardised responses
about the status of a digital certificate endhe RFC 2560; in other words, whether the
certificate consulted is active, revoked or whether it has been issued by the certification
authority.

The policy for dissemination of information about certificate revocation in External
Subordinate CAs withse of proprietary technology is based on their own CPS.

9.3.4 Sending information to the Competent Authority

Camerfirma will provide the information that the competent authority or corresponding
regulatory entity requests in compliance with current law.

9.4 Privacy of Personal Information

9.4.1 Privacy plan

Camerfirma complies strictly with current data protection law. In this sense, in accordance
with Law 59/2003 on Digital Signatures (Article 19.3), this document serves as a security
document.

Reference documentation:

IN-200605-11-Compliance with legal requirements

9.4.2 Information treated as private

Personal information about an individual that is not publicly available in the contents of a
certificate or CRL is considered private.
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9.4.3 Information not considered private

The personal information about an individual available in the contents of a certificate or CRL,
is considered as neprivate when it is necessary to provide the contracted service, without
prejudice to the rights corresponding to the holder of the persatalunder the LOPD /
legislation. RGPD.

9.4.4 Responsibility to protect private information

It is the responsibility of the controller to adequately protect private information.

9.4.5 Notice and consent to use private information

Before entering into a contractualationship, Camerfirma will offer interested parties prior
information about the processing of their personal data and the exercise of rights, and, if
applicable, will obtain the mandatory consent for the differentiated treatment of the main
treatment fo the provision of contracted services.

9.4.6 Disclosure in accordance with a judicial or administrative process

Personal data that are considered private or not, may only be disclosed if necessary for the
formulation, exercise or defense of claims, either juyleial procedure or an administrative
or extrajudicial procedure.

9.4.7 Other circumstances of disclosure of information

Personal data will not be transferred to third parties except legal obligation.

9.5 Intellectual Property Rights

Camerfirma owns the intellagl property rights on this CPS. The CPS of Subordinate CAs
associated with Camerfirma hierarchies is owned by Camerfirma, without prejudice to the
assignments of use of their rights in favour of Subordinate CAs and without prejudice to the
contributions 6the Subordinate CAs that are owned by them.
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9.6 Representations and Warranties

9.6.1 CA representations and warranties

9.6.1.1 CA

In accordance with the stipulations of the Certification Policies and this CPS, and in
accordance with current law regarding certificatiservice provision, Camerfirma
undertakes to:

T

T
T
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Adhere to the provisions within the scope of this CPS and the corresponding Certification
Policies.

Protect its private keys and keep them secure.

Issue certificates in accordance with this CPS, the CertditaRolicies and the
applicable technical standards.

Issue certificates in accordance with the information in its possession and which do not
contain errors.

Issue certificates with the minimum content defined by current law for qualified or
recognised ceiftcates.

Publish issued certificates in a directory, respecting all legal provisions regarding data
protection.

Suspend and revoke certificates in accordance with this Policy and publish the
revocations in the CRL.

Inform Subjects/Signatories about the@aeation or suspension of their certificates, on
time and in accordance with current law.

Publish this CPS and the Certification Policies on its website.

Report changes to this CPS and the Certification Policies to the Subjects/Signatories and
its associad RASs.

Do not store or copy the Subject/ Signatoryo
certificatesand when it is legally provided for or allowed to be stored or copied.

Protect data used to create the signature while in its safekeepingjjaabfe.

Establish data creation and custody systems in the aforementioned activities, protecting
data from being lost, destroyed or forged.

Keep data relating to the issued certificate for the minimum period required by current
law.

Camerfir mdildys respons

Article 22.1 of the Law on Digital Signatures establishes that:

ACertification service providers are resp
person during their activities in the event they breach the obligations established in
this Law.

The certification service provider regulated herein shall be held liable in accordance
with general regulations on contractual or fwmmtractual liability, as applicable,
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although the certification service provider must prove that it acted with due
professional diligence. 0

Article 13 of the eIDAS regulation provides:

1. Without prejudice to the provisions of paragraph 2, trusted service providers are
responsible for damages caused intentionally or negligently to any natural person or
legal entity br breach of its obligations under this Regulation.

The burden of proof of intent or negligence of an unqualified trusted service provider
corresponds to the natural person or legal entity claiming the damages that the first
paragraph refers to.

The intet or negligence of a qualified trusted service provider is presumed unless
the qualified trusted service provider proves that the damage referred to in the first
paragraph occurred without intent or negligence on its part.

2. When a service provider duipforms its customers in advance about the
limitations of the use of the services provided and these limitations are recognisable
to a third party, the trusted service provider is not responsible for damages caused
by use of services beyond the limitat@tated.

3. Paragraphs 1 and 2 shall apply in accordance with Spanish liability regulations.

Camerfirma is responsible for any damages or losses caused to users of its services, whether
the Subject/Signatory or the User Party, and other third parteascordance with the terms
and conditions established under current law and in the Certification Policies.

In this sense, Camerfirma is the only party responsible for (i) issuing the certificates, (ii)
managing them throughout their lifecycle and (iiip@rticular, if necessary, in the event of
suspension and revocation of the certificates. Specifically, Camerfirma is fundamentally
responsible for:

1 The accuracy of the information contained in the certificate on the date of issue
by confirming the applicanés det ai |l s and the RA pract.i

1 Guaranteeing that when the certificate is delivered, the Subject/Signatory is in
possession of the private key relating to the public key given or identified in the
certificate when required, by using standard request§fanrPKCS#10 format.

1 Guaranteeing that the public and private keys work in conjunction with each
other, using certified cryptographic devices and mechanisms.

That the certificate requested and the certificate delivered match.
Any liability established urel current law.
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In accordance with current law, Camerfirma holds a public liability insurance policy that
fulfils the requirements established in the certification policies affected by these certification
practices.

9.6.1.2 External Subordinate CA.

ExternalSubor di nate CAs are CAs incorporated i
owned by a different organisation and may or may not use a different technique or
infrastructure.

1 Protect their private keys.

1 Issue certificates pursuant to certification policied/ar corresponding CPS.

1 Issue certificates that are free from errors.

1 Publish issued certificates in a directory, respecting all legal provisions regarding

data protection.

Allow an annual audit by AC Camerfirma.

Safeguard, for the duration establisheddwy, the documentary information and
systems that have been used or generated for issuing certificates.

1 Notify AC Camerfirma of any incident in the delegated activity.

E

Responsibility of the Subordinate CA (Internal/External).

Without prejudice to Camerfr ma 6s responsibility for issuing
of Subordinate CAs as well as the agreed contractual terms in each case, the Subordinate

CAs (through the legal entity on which they depend) are responsible for issuing and revoking

digital certificates issued to the end user, responding to the Signatories and other third parties

or users affected by the service in accordance with their own Certification Practices
Statements, Certification Policies and national legislation, if applicable.

9.6.2 RA representations and warranties

RAs are entities that the CA appoints to register and approve certificates; therefore, the RAs
also carry out the obligations defined in the Certification Practices for issuing certificates,
particularly to:

1 Adhere to therovisions of this CPS and the Certification Policy.

1 Protect their private keys that are used for exercising their functions.

1 Check the identity of the Subjects/Signatories and Applicants of certificates when
necessary, definitively proving the Signatengentity, for individual certificates,
or the key holder, for organisation certificates, pursuant to the provisions of the
corresponding sections of this document.

1 Check the accuracy and authenticity of information provided by the Applicant.



1 Provide theSignatory, for individual certificates, or the future key holder, for

organisation certificates, access to the certificate.

If applicable, deliver the corresponding cryptographic device.

Keep the documents provided by the applicant or Signatory on fitedqreriod

required by current law.

1 Respect contract provisions signed with Camerfirma and with the

Subject/Signatory.

Inform Camerfirma about the causes for revocation, when known.

Provide basic information about the certificate's policy and use, ebpecia

including information about Camerfirma and the applicable Certification

Practices Statement, as well as their obligations, powers and responsibilities.

Provide information about the certificate and the cryptographic device.

Compile information and evahce about the certificate holder or receiver and, if

applicable, the cryptographic device, and acceptance of such elements.

1 Report on the attribution method exclusive to the private key holder and, if
applicabl e, the cryptivagondamhaccordigtothiiceds ¢
document's corresponding sections.

= =4 = =4
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These obligations are even in cases of entities delegated by these such as points of physical
verification.

The information about the Signat thetgrtissof use an
use are accepted prior to the confirmation of the certificate application and via email.

The RAsd®é responsibility

The RAs sign a service provision agreement with Camerfirma, by virtue of which
Camerfirma delegates registration duties to the,Ré#hich mainly consist of:

1.- Obligations prior to issuing a certificate.

Informing applicants about signing their obligations and responsibilities.

Properly identifying applicants, who must be trained or authorised to request

a digital certificate.

T Checking the validity of the applicantd
is a contractual relationship or powers of representation.

1 Accessing the Registration Authority application to process requests and

issued certificates.

T
T

2.- Obligations oke the certificate has been issued.

1 Signing Digital Certification Service Provision agreements with applicants. In
most issuance processes, this contract is formalised by accepting the
conditions on the websites that are part of the process of issuireytifieate.

The certificate cannot be issued without the terms of use having previously
been accepted.
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1 Maintaining the certificates while they are still in force (expiry, suspension,
revocation).

1 Filing copies of submitted documentation and the agreerrségmed by the
applicants in accordance with the Certification Policies published by
Camerfirma and current law.

Therefore, the RAs are responsible for any consequences due -“womphance of
registration duties, and iatermbleregulaidne (Pdlices ad her €
and CPS), which the RAs must keep perfectly controlled and which they must use as
guidelines.

In the event of a claim from a Subject, Entity or user, the CA must offer proof that it has
acted diligently and if there is @@nce that the cause of the claim is due to incorrect data
validation or checking, the CA can hold the RA liable for the consequences, in accordance
with the agreement signed with the RAs. Because, although legally the CA is the legal entity
liable to theSubject, an Entity or User Party, and the Subject, an Entity or User Party has
liability insurance, according to the current agreement and binding policies, the RA has a

contractual obligation to ficorr ecpplicgblef dent i f
the corresponding Entityo, and in virtue of
breach.

Of cour se, It 'S not Camerfirmads intention

responsibility for any damages due to a breach of tlieddelegated to the RAs. For this
reason, in the same way as for the CAs, the RA is subject to a control system imposed by
Camerfirma, not only based on checking the files and filing systems the RA receives, but
also audits to evaluate the resources aselits knowledge and control over the operational
procedures used to provide the RA services.

The same responsibilities are assumed by the RA in virtue of breaches of the delegated
entities such as points of physical verification (PVP), without preguttictheir right to
contest them.

9.6.3 Subscriber representations and warranties

9.6.3.1 Signatory

A certificate's Signatory (either directly or via an authorised third party) undertakes to
comply with legal provisions and to:

1 Accept the terms and conditions impossgdhe provider.

T Use the Signatoryds information within t
Act.

1 Allow publication of digital certificates in a public repository.



Provide the RA with the information required for proper identification.

Ensure the acracy and authenticity of the supplied information.

Report any changes to the data provided to create the certificate during its validity
period.

1 Keep their private key secure.
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9.6.3.2 Subject/Certificate holder.

The Subject undertakes to comply with legadvisions and to:

T

Use the certificate in accordance with this CPS and the applicable Certification
Policies.

Respect the provisions established in the documents signed with Camerfirma and the
RA.

Report any cause for suspension/revocation as soon ablpossi

Report any inaccuracy or change to the data provided to create the certificate during
its validity period.

Not to use the private key or certificate once Camerfirma or the RA requests or reports
the suspension or revocation thereof, or once the icatsf validity period has
expired.

Make personal and nemansferable use of the digital certificate and therefore assume
responsibility for any action that contravenes this obligation and fulfil the obligations
that are specific to the applicable reguas for such digital certifications.

Authorise Camerfirma to process the personal data contained in the certificates in
connection with the purposes of the digital relationship and, in any case, to meet the
legal obligations of certificate verification.

Ensure that all the information provided via any means, the license application and
the information in the certificate is accurate, complete for the purpose of the
certificate and current at all times.

Immediately inform the certification corresponding seeviprovider of any
inaccuracies detected in the certificate once issued, as well as changes to the
information provided for issuing the certificate.

If the certificate is on a physical device, if it is lost, advise the entity that issued the
certificate ircontrovertibly and as soon as possible and in any event within 24 hours,
regardless of the specific event that has occurred or actions that may eventually occur.
Do not use the private key, the digital certificate or any other technical media
delivered bythe corresponding certification service provider to perform any
transaction prohibited by applicable law.

In the case of qualified certificates, the Signatory or certificate holder must use the key pair
exclusively for creating digital signatures or sealsd in accordance with any other
limitations reported.
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The Signatory or certificate holder must be especially diligent in safeguarding their private
key and its secure signature creation device, in order to prevent unauthorised use.

If Signatories generatbeir own keys, they undertake to:

1 Generate the keys using an algorithm recognised as acceptable for digital signatures,
qualified if applicable, or digital seal, if applicable qualified.

1 Create the keys within the signature creation device or seal, asegure device
where appropriate.

1 Use key lengths and algorithms recognised as acceptable for digital signatures,
qualified if applicable, or digital seal, qualified if applicable.

9.6.3.3 Entity

In the case of certificates involving a business relationshgpEntity undertakes to request
suspension/revocation of the certificate from the RA when the Subject/Signatory ends its
business relationship with the organisation.
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9.6.4 Relying party representations and warranties

The User Party undertakes to comply webal provisions and to:

T

Check the validity of the certificates before undertaking any transaction based on
them. Camerfirma has established various channels for this verification, such as
access to revocation lists or online query services such as OC8Pwahlich are
described on Camerfirmads website.

Become familiar with and adhere to the guarantees, limitations and responsibilities
regarding acceptance and use of trusted certificates, and agree to be subject to them.

9.6.5 Representations and warranties obther participants

No stipulation

9.7 Exemption from liability

In accordance with current law, the responsibility assumed by Camerfirma and the RA does
not apply in cases in which certificate misuse is caused by actions attributable to the Subject
and the UseParty due to:

T

E N

Not having provided the right information, initially or later as a result of changes to
the circumstances described in the digital certificate, when the certification service
provider has not been able to detect the inaccuracy of the data.

Having acted ngligently in terms of storing the data used to create the signature and
keeping it confidential;

Not having requested the suspension or revocation of the digital certificate data in the
event of doubts raised over their storage or confidentiality;

Having used the signature once the digital certificate has expired;

Exceeding the limits established in the digital certificate.

Actions attributable to the User Party, if this party acts negligently, that is, when it
does not check or heed the restrictiostaklished in the certificate in relation to
allowed use and limited amount of transactions, or when it does not consider the
certificateds validity situation.
Damages caused to the Subject or trusting third parties due to the inaccuracy of the
data contened in the digital certificate, if this has been proven via a public document
registered in a public register, if required.

Camerfirma and the RAs are not liable in any way in the event of any of the following
circumstances:

1. Warfare, natural disasteos any other case of Force Majeure.
2. The use of certificates in breach of current law and the Certification Policies.
3. Improper or fraudulent use of certificates or CRLs issued by the CA.
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Use of the information contained in the Certificate or CRL.

Damages assed during verification of the causes for revocation/suspension.

Due to the content of messages or documents signed or encrypted digitally.

Failure to retrieve encrypted documents wit

No ok

9.8 Limitations of liability

The monetary limi of the transaction value is expres
i ncludi ng tdbmteneeni® ,e n(s@loh 1. 3. 6. 1. RFG3039. 1. 3) ,
The monetary value expression shall be in keeping with section 5.2.2 of sth6dEbd 8@

of the ETSI (European Telecommunications Standards Instiute, etsi.org.

Unless the aforementioned certificate extension states otherwise, the maximum limit
Camerfirma allows in financial transactions is 0 (zero) euros.

9.9 Indemnities

Seesection9.2and9.6.1

9.10Term and Termination

9.10.1Term

See sectioh.7.3

9.10.2Termination

See sectioh.7.3

9.10.3Effect of termination and survival

See sectio®.7.3

9.11Individual notices and communications with participants
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Any notification in relation to this CPS shall be made by email or certified mail to any of the
addresses listed in the contact detaéction.

9.12Procedures specifying changes.

9.12.1 Procedure for amendment

This CPS is amended when any significant changes are made to certificate management for
any type of certificate to which it applies. Yearly reviews will take place should no changes
have leen made in that time. These reviews are included in the version table at the start of
the document.

9.12.2 Changes with notice

9.12.2.1List of aspects

Any aspect of this CPS can be changed without notice.

9.12.2.2Notification method

Any proposed changes to thispolicypree bl i shed i mmedi ately on Can

http://www.camerfirma.com/arede-usuario/politicasy-practicasde-certificacion/

This document contains a $en on changes and versions, specifying the changes that
occurred since it was created and the dates of those changes.

Changes to this document are expressly communicated to third party entities and companies
that issue certificates under this CPS.

9.12.2.3Period for comments

The affected Subjects/Signatories and Trusted Third Parties can submit their comments to
the policy management organisation within 15 days following receipt of notice. The Policies
state 15 days

9.12.2.4Comment processing system
Any actiontakenaa r esult of comments is at the PAOGsS

9.12.3Circumstances under which OID must be changed

Not stipulated
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9.13Dispute resolution procedure

Any dispute or conflict arising from this document shall be definitively resolved by means
of arbitration administered by the Spanish Court Arbitration in accordance with its
Regulations and Statutes, entrusted with the administration of the arbitration and the
nomination of the arbitrator or arbitrators. The parties undertake to comply with the decision
reated.

9.14Applicable legal regulations

Camerfirma is obliged to fulfil the requirements established withiment Spanish and
European Union law as the trading company providing digital certification services
(hereinafter, regulations or current law). This law is defined in the internal document
ACompliance with | egal requirements”

9.15Compliance with applicable law

See section 9.14

9.16Miscellaneous prossions

9.16.1Complete Agreement

TheSignersand third parties that rely on the Certificates assume in their entirety the content
of this Certification Practices and Policy Statement.

9.16.2Assignment

Parties to this CPS may not assign any of their rights or obligatioder this CPS or
applicable agreements without the written consent of Camerfirma

9.16.3Separability

Should individual provisions of this CPS prove to be ineffective or incomplete, this shall be
without prejudice to the effectiveness of all other provisions.

The ineffective provision will be replaced by an effective provision deemed as most closely
reflecting the sense and purpose of the ineffective provision. In the case of incomplete
provisions, amendment will be agreed as deemed to correspond to what vaweld
reasonably been agreed upon in line with the sense and purposes of this CPS, had the matter
been considered beforehand.
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9.16.4Compliance (attorneys' fees and exemption of rights)

No stipulation

9.16.5Force majeure

Force Majeure clauses, if existing, areincluded t he ASubscri ber Agreem
9.170ther Provisions

9.17.1Policy publication and copy

An electronic copy of this CPS is available at:

http://www.camerfirma.com/arede-usuario/politicasy-practicasde-certificacion/

9.17.2CPS approval procedures

The publication of reviewed versions of this CPS must be approved by Camerfirma
Management.

AC Camerfirma publishes each new version on its website. The CPS is published in PDF
format digitally signed by AC Camerfirma SA management.
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